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Epahal ca-baat tumen  ah-men.
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A Method of Reconstrué¢ting the Primary Alphabet
from a Single One of the Series of

Secondary Alphabets

In a modified Vigenere table, that is, one in which a key-word followed by the rest of
the unused letters of the alphabet is employed instead of the straight direct alphabet, it is

possible to derive a series of twenty-five mixed alphabets.

key,)
as the PRIMARY
SECONDARY ALPHABETS.

We will designate the “master-

alphabet, that is, the one containing the key-word and on which the table is based,
ALPHABET, and the alphabets resulting from the table as the

The following is an example of such a table and its method of use, employing the

2

key-word ‘‘Stenography.

STENOGRAPHYBCDF
TENOGRAPHYBCDFI
ENOGRAPHYBCDFIJ
NOGRAPHYBCDEI1IJXK
OGRAPHYBCDFIJKL
GRAPHYBCDFIJKLM
RAPHYBCDFIJKLMQ
APHYBCDFIJKLMQU
FPHYBCDFIJKLMQUYV
HYBCDFIJKLMQUVW
YBCDFIJKLMQUVWX
BCDFIJKLMQUVWXZ
CDFIJKLMQUVWXZS
DFIJKLMQUVWXZST
FIJKLMQUVWXZSTE
IJKLMQUVWXZSTEN
JKLMQUVWXZSTENDO
KLMQUVWXZSTENOG
LMQUVWXZSTENOGR
MQUVWXZSTENOGRA
QUVWXZSTENOGRAP
UVWXZSTENOGRAPH
YWXZSTENOGRAPHY
WXZSTENOGRAPHYB
XZSTENOGRAPHYBC
ZSTENOGRAPHYBCD

To encipher the words

3
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ZEHnNHKS <D

~EOUOWKIORFrEQOZERNKI <O B H
“=HOOW<K ORI QOZERUNKLS <D
L A HDODOWKIOgPPEQOoOZERuNKIE <O

“General Pershing has”
accordance with the well-known original Vigenere method, viz.:
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EHR - HUOERIRP N0 ZESNKE <
PHR OO O QO ZEHR NNK S 4
DKHWHH@UOW<Ew>wQOZHHmN%2
O Re=-HOOR<KOREPTIQOZEHH VN MK
OB R-~HUOE<O"rEaoZzEHR N

UV
MQUVW
(LMQUVWX

using the key-word CARGO, in
finding at the top the

Ru=mHUORK OO Q0o ZEH N KE <
HW“HwUOwMEwPWQOZMHMN%?
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key letter, at the left side the text letter, and taking the letter at the intersection of the
vertical and horizontal columns as the cipher-letter, we have:*

Key letter.. ... CARGO CARGO CARGO CEANR
Plain text...... GENER ALPER SHING HAS
Cipher. .. 0. KHHAY MZFAY Cd UFPH U

Now for each different key letter in the encipherment of a message a different one of
the series of the twenty-five alphabets is employed; e. g., in the case of the above key-word
CARGO, in the C alphabet, T is enciphered by D, E is enciphered by F, G by K, ete.; the
next key letter being A, T is enciphered by P, E by H, N by Y, ete.

Considering the primary alphabet as partaking of the nature of a disk or wheel, each
line of the table, consisting of exactly the same sequence of letters, is a repetition of the
preceding line, removed one place to the left. It is therefore possible to produce every one
of the secondary alphabets by the use of two strips of paper upon which the same primary
alphabet appears, sliding one beneath the other, one place at a time, thus producing con-
secutively the twenty-five secondary alphabets. For example, using the same primary
alphabet as above, placed on two strips of cross-section paper and sliding S of the lower
strip one space to the left, we have:**

STENOGRAPHYBCDFIJKLMQUYVYV WX Z
STENOGRAPHYBCDFIJKLMQUVWX Z

Considering the lower strip to represent the plain text, the entire Z secondary alphabet
of the table can be produced from the above relative positions of the sliding alphabets,
and is as follows, for enciphering:

1) ABCDEFGHIJKLMNOPQRSTUVWXY Z
RYBCTDOPFIJKLENAMGZSQUVWHX

For deciphering, however, this alphabet would be written thus:

2) ABCDEFGHIJKLMNOPQRSTUVYVWX ¥ &
PCDFNIRYJKLMQOGHUATEVWXZBS

Given this secondary alphabet it is possible to recover the primary by the following
method:

Write the numerical sequence from 1 to 26, using, preferably, cross-section paper so
as to have the spaces between the letters the same. Starting with the letter A, which
equals P, place P under the space No. 1; under space No. 2, place the equivalent of P, which
is H; under space No. 3 place the equivalent of H, which is Y; under space No. 4, place
the equivalent of Y, which is B, ete. Thus:

1 2 3 4 5 6 7 8 9 1011 1213 14 15 16 17 18 19 20 21 22 23 24 25 26
PH. .Y B

*It is possible, of course, to use a square table in several other ways, but whatever the method, any cipher
message enciphered by the use of a key-word and square table, may be deciphered by a multi-alphabet system,
and therefore the present principles of finding the primary alphabet are applicable to all.

#*n actual practice one of the alphabets on the sliding strips should be double in length in order to secure
coincidence of plain text and cipher-equivalent letters no matter where set.

4
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This procedure results in the reconstruction of the primary alphabet, thus:

1.2 3

4 5 6 7 8 91011 1213 14 15 16 17 18 19 20 21 22 23 24 25 26
ER B C D F I JELMQUVWXZSTENOGRA

In working out this example we placed the equivalent of each letter right next to the
letter itself as each was determined in order. This was because the cipher letters and the
plain text letters were but one space removed from each other in the sliding strips when the
Z secondary alphabet is used. In other words, the alphabets were one place removed from
each other. If they had been removed two places from each other, then we should have
every time to leave ONE space between a letter and its equivalent; when three places
removed, then fwo spaces should have to be left; when four places removed, three spaces,
ete., in short, when n places removed, then n — 1 spaces should be left. Thus, given the
enciphering alphabet as follows:

@ ABCDEFGHIJKLMNO
E

QRS UVWXY Z
GNYBSCNADFIJKT LOX

P
R ZMQU VPW

and the resulting deciphering alphabet:

4 ABCDEFGHIJKLMNOPRQ
HDFIOJABKLMQUGRYYV

=

to find the primary alphabet, place the equivalent of A, which is H, in space No. 1; then
place the equivalent of H, which is B, one space removed from H, that is, in space No. 3;
place the equivalent of B, which is D, in space No. 5, ete. Thus:

1 2 3 4 6 6 7 8 91011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
H B D 1 K M U W Z T N G A

When we have reached the point G equals A, we find that our determined sequence begins
to repeat itself, since A equals H. To continue the procedure, we assume that a sequence
such as FG, JK, PQ, VWXYZ is not interrupted by the key-word in the primary alphabet.
We then experiment on this basis by placing, for example in the case above, the letter J in
the space No. 8 and continue as before, placing the equivalent of J, which is L, in space
No. 10, ete. Thus the primary alphabet is again reproduced completely.

1 2 8 4 5 6 7 8 91011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
v co D T JC KL MQ U VWX ZSTENOGOGR AP

It follows then that to recover the primary alphabet from any one of the secondary
alphabets, it will be necessary to leave as many spaces between each cipher letter of the sec-
ondary alphabet and its equivalent plain text letter, as the number of places the primary
alphabets have been removed from each other. In other words, if n represents the number
of places the primary alphabets were shifted, then in recovering the primary from any
secondary alphabet, the primary alphabet will appear when the equivalent of each letter

5
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of that particular secondary alphabet has been put in the n+1 place from the letter itself.
Reduced to the form of an equation:

If n=the number of places the primary alphabet has been shifted;

Then n—1=the number of spaces which should be left between each letter of a

secondary alphabet and its equivalent;

Or n+1=the number of the place into which is put the equivalent of any letter,

counting from that letter.

Now in actual practice two things are true with respect to the above: (1) no secondary
alphabet will carry in itself any indication whatever as to its position in the table, that is,
the number of spaces the primary alphabets have been shifted (with one exception to be
discussed later); (2) hardly ever will any secondary alphabet be complete except in de-
ciphering a very long message. In practice, therefore, the recovery of a primary alphabet
will not be so simple as in the above cases, but will necessitate considerable experiment, for
which the following two principles may serve as guiding points:

(1) A sequence of determined letters must be either a pronounceable combination,

thus being a part of the key-word; or,

(2) A sequence of determined letters must follow the normal straight alphabetical
sequence interrupted by those letters which have been incorporated in the key-
word. That is, a sequence such as GHKLN is entirely possible and indicates
that I, J and M are present in the key-word, while the sequence such as HGKNL
is impossible and indicates that we have not left the proper number of spaces
between letters and their equivalents. ’

In order to illustrate the above points we will work out an example. Given the de-
ciphering alphabet:

ABCDEFGHIJKLMNOPQRSTUVWXY Z
NTUVPWXJ FYZDKQCABOGRLISHME
The tabulated results are as follows:

1l2|3]4l5 6789 1011112‘13141)'16'17’1819120'212952324'25%
o o ] R PP N Q B‘ _\ i l—i
gnd teini, o N Tl el 1o BEERRsS
e RN ND| |QV] [B | [T !R o | |d | |u
BBl - vt e e N (o |q | | | T R 0
R N Q B {__ ™o || ] R
T N 0 q 1 B u T 1 R
peltdal, ¢ N| [R |q |o | B |C T
8thtrial.............. N R [Q ’ 0 ¢ e
Sehekrid, 4. e et N|T| C|D | |qR|Ulv BOLI
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At the ninth trial we are beginning to see a possible portion of a key-word, together
with two other normal sequences save for interruptions. A continuation of this leads to
the completion of the primary alphabet which is as follows:

ABCDEFGHIJKLMNOPQRSTUVWXY Z
NTCDFGJKPQRUVWXYZABOLISHME

and the key-word is ABOLISHMENT.

It is possible to reconstruct completely by the exercise of some ingenuity a primary
alphabet from a partial secondary in which as many as ten or twelve letters are missing.
Given the following partial deciphering alphabet:

ABCDEFGH I TKLMNOPQR STUVWXY Z
YR PAMO . UEBFHG TI1I E D _ LN

the following letters are missing: CJ K Q W X Y Z. The first thing to do is to find the
longest sequence of equivalents, which in this case begins with Q. Going through all the
steps as before, we get no good results until we have left about 19 or 20 spaces between letters
and equivalents, when the sequence in the primary alphabet begins to assume a nearly
normal appearance. At 20 spaces interval the sequence of some of the letters is such as to
make us certain that we are on the right track at last.

1|2]s|4|5]67 89 105‘1%1314'15'1617'i8'19’~20~2129;2394%%
L Q 1U|D|P T“ } \ L '
10th trial............. Q | | o | || |P | |u /i
18th trial............. Q o ||| ol o [T Pl e
Q0th trial............. QT | B [ ol [Tl [T]x

This is as far as we can get with our first unbroken sequence. Our next longest sequence
of equivalents begins with J. Now if in the primary alphabet the sequence JK is unbroken,
then J would follow I in the last of the above trials and the letters determined from this
start should agree with those already placed.

1 2 3 4 5 6 7 8 91011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
=¥ | S D E U 5 I J

The next longest sequence of equivalents begins with W, and we will assume that the
VW sequence is unbroken in the primary alphabet, which means that we should place W
after V in the tentative primary alphabet.

1 2 3 4 5 6 7 8 91011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
BTl W P & H D E M U S F I J L

The ne;(t sequence of equivalents begins with X, which we will place after W.

1 2 3 4 5 6 7 8 910111213 14 15 16 17 18 19 20 21 22 23 24 25 26
QT VWX P A H D E MO TS FGIUJ L N

7
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The remaining letters are easily placed and the whole sequence is now completed.

1 2 3 4 5 6 7 8 91011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
QT VWXZPACHYDERZRMOU 5 B EuGaiyai N

The key-word is PACHYDERMOUS.

Sometimes a continuance of the sequence may be found by going backward instead of
forward. Many possibilities will suggest themselves to the ingenious decipherer.

One and only one of the series of twenty-five secondary alphabets carries with it a
number which indicates its position in the table, viz., the 13th, which is what may be called
a RECIPROCAL alphabet, in which for example plain text letter A equals R and plain
text letter R equals A. In working out the primary alphabet from this particular secondary
alphabet, it is necessary to assume parts of unbroken sequences such as BC, FG, JK, PQ,
VWXYZ, and remove their equivalents 13 spaces right from the start, since in a table such
as is being discussed the 13th secondary alphabet is always a reciprocal alphabet. The
following is an example:

ABCDEFGHIJKLMNOPQRSTUVWXY Z
N G T OMR A XDLUESHIP

The first step would be to fill in as many of the missing values as possible. If J is O,
then O is J; if Vis H, then H is V, ete. The alphabet, as nearly complete from the values
given as possible, is as follows:

ABCDEFGHIJKLMNOPQRSTTU
S

WXY Z
N GQT CVWOMRKAJXDLUE I

Vv
H
We first assume that the UVWXYZ sequence is unbroken and what is probably a
portion of the key-word, SHIP, are 13 spaces apart. Thus:
R S A & U5 6 T

8 91011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
<R ¢ o A F G U VW X ¥

If our key-word ends in SHIP and if B is not a part of it, then B would be likely to
follow P, and 13 spaces in advance would bring Y as its equivalent, which is very good.
The only unfilled letters are Z and F. Placing F next to B brings Z in proper position.
After F may come G, which would give C as the first letter of the key-word; after G must
come J, which gives O as the second letter of the key-word, since H and I are already a
part of the key-word. Thus, step by step the whole primary alphabet is reconstructed.

1 2 3 4 5 6 7 8 91011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
COMRADESHIUPBTPFGJ K LTl { oy

It has been shown repeatedly that the method of enciphering by means of the Vigenere
table, the so-called “Chiffre indeschiffrable,” is easily attacked by the ordinary principles

8
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and rules of deciphering. The above method of recovering or reconstructing the primary
alphabet is an addition to deciphering methods which will not only save months of labor,
but will also furnish a means whereby enemy messages may be deciphered exactly as rapidly
as by the intended recipient himself.

Solve the following examples:

(1) ABCDEFGHIJKLMNOPQRSTUVWXY Z
QMTAZSCUXLIWPYNEBDRFVGH JK O English
2) ABCDEFGHIJKLMNOPQRSTUVWXY Z English
FRUYCEXWHSEATDF I BQLVMNO
B ABCDEFGHIJKLMNOPQRSTUVWXY Z German
M haEN CERLQUK STBP YVCI GH
4 ABCDEFGHI JKLMNOPQRSTUVWXY Z French
pens B LL NP 8 TYU Y BHORIDE
3) ABCDEFGHIJKLMNOPQRSTUVWXY Z Spanish
U TMPE IR A NL OSBYD G Q
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METHODS FOR THE SOLUTION OF RUNNING-KEY CIPHERS

RUNNING-KEY CIPHER is the name applied to that system of enciphering which
necessitates the use of a book or document, identical copies of which are in possession of
the correspondents. The letters of the book text are used as successive key letters in con-
junction with any system which will produce a series of twenty-six different alphabets, one
for each different letter of the ordinary alphabet of which the running-key text is composed.
The possibility of the decipherment of a message or of messages enciphered by such a system
has long been considered questionable. As a matter of fact, such a cipher may nearly
always be solved: and the solution of a series of messages enciphered by the same running-
key is very simple. In order to demonstrate how easy the solution of a series of messages
in the same running-key actually is, the following example is given and the underlying

principles will follow later.
(1) Solution of a series of messages enciphered by the same running-key and a
Vigénére Table (two shiding direct alphabets).
MESSAGES

1k . VBEKT CLPXZ VNHQB VEYIN IWZSI
2 . SAXTC DKLTR YEFWW NMAEE KZMZQ
) ZNKNI UNUFV PNTPW IXKXQ WSVRX
4 HJHAL CNZEE KMRQI QOHRE IFKCS
i, OEMPP ZXYCW PRRGI ZTNIF BSWSX
6. ORKVT ZTUIS VMOGM FMYSA EVXKT
7E A GUKHT BXSEE KBVJA UXSPU NWIRJ
8 . RREHC OMAET ROASW FBAMQ NLMZQ
S . BRXKP OKNIJ BPCOG BYNEU MSWYX

AL(0) ¢ FRLLV JXHQD BNVWQ BGTYU TTIGJ

Take the first three vertical columns of cipher letters and “set” them in horizontal

lines on shiding direct alphabets, thus:

Rufus A. Long Digital Archive of Cryptology



Column 1

“Cipher letters

TABLE 1.

Column 2

Cipher letters

|

Column 3

Cipher letters

VSZHOOGRBF = BANJERURRR | EXKHMKKEXL
WTAIPPHSCG | CBOKFSVSSS .~ FYLINLLFYM
XUBJQQITDH | DCPLGTWTTT |  GZMJOMMGZN
YVCKRRJUEI = EDQMHUXUUU | HANKPNNHAO
ZWDLSSKVFJ | FERNIVYVVV | IBOLQOOIBP
AXEMTTLWGK | GFSOJWZWWW | JCPMRPPJCQ
BYFNUUMXHL ‘ HGTPKXAXXX = KDQNSQQKDR
CZGOVVNYIM IHUQLYBYYY = LEROTRRLES
DAHPWWOZJN  JIVRMZCZZZ Key letter T
EBIQXXPAKO KIWSNADAAA

FCIRYYQBLP . LKXTOBEBBB

GDKSZZRCMQ . MLYUPGFGCO

HELTAASDNR NMZVQDGDDD

Key letter O ONAWREHEEE

Key letter N

Now combine the horizontal row of letters representing the plain-text equivalents of
the first column of cipher letters with those representing the second and third columns and

the results are as follows:

L 2 &
Key: O N T
s H 0L
i E N E
B SGRRATER
4 . T W O
Bi: A R T
(5 & A E R
7 S H R
8. D E L
9 . N E E
10. R E S
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TABLE 2.

Repeat the preceding process for the succeeding columns:

Column 4 Column 5 Column 6
Cipher letters Cipher letters Cipher letters
KTNAPVHHKL TCILPTTCPYV CDUCZZBOOJ
LUOBQWIILM UDJMQUUDQW DEVDAACPPK
MVPCRXJ JMN VEKNRVVERX EFWEBBDQQL
NWQDSYKKNO WFLOSWWFSY FGXFCCERRM
OXRETZLLOP XGMPTXXGTZ GHYGDDFSSN
PYSFUAMMPQ YHNQUYYHUA HIZHEEGTTO
QZTGVBNNQR ZIORVZZIVB IJAIFFHUUP
RAUHWCOORS ATPSWAAJWC JKBJGGIVVQ
SBVIXDPPST BKQTXBBKXD KLCKHHJWWR
TCWIYEQQTU CLRUYCCLYE LMDLIIKXXS
UDXKZFRRUV DMSVZDDMZF MNEMJJLYYT
VEYLAGSSVW ENTWAEENAG NOFNKKMZZU
WFZMBHTTWX FOUXBFFOBH OPGOLLNAAYV
ZGANCIUUXY GPVYCGGPCI Key letter O
YHBODJVVYZ HQWZDHHQDJ
ZICPEKWWZA IRXAEIIREK
ATDQFLXXAB JSYBFJJSFL

BKERGMYYBC
CLFSHNZZCD

DMGTIOAADE
Key letter H

KTZCGKKTGM
LUADHLLUHN
MVBEIMMVIO
NWCFIJNNWJP
OXDGKOOXKQ
PYEHLPPYLR

Key letter E
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Add the equivalents to what has already been determined:

123456

Key: ONTHEO
115 HOLDPO

2. ENEMYP

& LARGEG

4 . TWOTHO

5. ARTILL

(5 AEROPL

7o SHRAPN

8 . DELAYA

Sl NEEDLA

1410) - RESERV

There 1s no doubt that the messages can now be solved completely. Only such time

1s needed as it takes to produce, by the foregoing almost automatic method, the equivalents

for each vertical column of cipher letters.

The messages and key read:

Key: ONTHE OTHER HANDI NTHEC ASEOF
1ERS HOLDP OSITI ONUNT ILREL IEVED
2. ENEMY PREPA RESTO ATTAC KHILL
S . LARGE GUNBE INGMO VEDTO WARDS
4. TWOTH OUSAN DMENA DVANC INGON
5 ARTIL LERYF IREDA MAGED BASES
6. AEROP LANEB OMBDE STROY EDTWO
7 SHRAP NELAN DBIGS HELLS NEEDE
8 DELAY ATTAC KONPO SITIO NTILL
9% NEEDL ARGES 1012020 OFGAS MASKS

1L{0) RESER VEAMM UNITI ONMUS TBESE
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Now how was this simple solution of an “undecipherable” system achieved, and

what are the principles involved?

To illustrate, return to the series of messages just deciphered, which were enciphered
by a Vigénere Table, shown in the accompanying Figure 1. Each column of cipher letters
is the result of the encipherment of all the plain-text letters in that column by the same key
letter. Therefore, all the cipher letters in one column are an equal distance removed from
their respective plain-text letters. That is, the series of plain-text letters HELTAASDNR
(Column 1 of the example) with the key letter O and the Vigénére Table give the cipher
equivalents VSZHOOGRBF, cipher letters being taken at the intersection of the column
determined by the key letter with the horizontal line determined by the plain-text letter.
(See page 12). The same result will be obtained, but by a longer process, explained below,

which is known as “running down.”

The statement made above—namely, that all the cipher letters in one column are an
equal distance removed from their respective plain-text letters—means then, that if, when
the key letter is O, the cipher equivalent of plain-text letter H in this example is V, that
is, fourteen letters removed from H in a direct alphabet, then the cipher equivalent of plain-
text letter E is likewise fourteen letters removed from E, giving the cipher letter S: text
L giving Z. ete. In fact, all the cipher equivalents of this column of letters may be found
by writing the series of plain-text letters in a horizontal line and then continuing beneath
each letter the direct alphabet. Thus:

HELTAASDNR
IFMUBBTEOS
JGNVCCUFPT
KHOWDDVGQU
LIPXEEWHRV
MIJQYFFXISW
NKRZGGYJTX
OLSAHHZKUY
PMTBIIALVZ
QNUCJJBMWA
ROVDKKCNXB
SPWELLDOYC
TQXFMMEPZD
URYGNNFQAE
VSZHOOGRBF

W N o O @D H

L = TR Ty R
B @D H O ©
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Fig. 1.

VIGENERE TABLE.

NKM=Gdd 3 n Jdo'do B R aHDe AN giaid e
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On the other hand, given the cipher letters, the plain-text equivalents may be found
either by reversing the process or by continuing the same process; for, if the direct alphabet
ending with Z is continued by repeating the alphabet, or if it is printed in circular form on
a revolving disk, it may be regarded as a continuous, circulating series of letters, and it
therefore follows that if H leads to V, then V will lead to H. This process of continuing
the sequence of a series of letters constituting an alphabet, which i1s known as “running
down,” may be greatly facilitated by the use of the devices shown in Plate 1. The Sliding
Poly-Alphabet, A, consists of a series of twenty-six direct alphabets printed upon cardboard
strips which are mounted upon celluloid; the strips are all movable, running either in
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grooves or on tracks, the two pieces of plate glass provided with set-screws at the corners
holding the strips firmly, yet loosely enough so that they easily slide up and down. There
is in addition a direct alphabet at the extreme left, and a reversed at the extreme right.
The sliding strips bear upon their reverse sides other alphabets, i. e., reversed, French
or Spanish, ete.  Now when a line of cipher text is “set” at the top, that is, when the
sliding strips are moved so that a given number (up to twenty-six) of cipher-text letters
are brought into one horizontal line, the successive horizontal lines of equivalents, called
generatrices, are indicated automatically, and thus a vast amount of writing is eliminated.
In an alp.lml)cl containing twenty-six letters, there are twenty-five generatrices, the twenty-
sixth generatrix becoming identical with the letters at the starting point. The second
device, the Poly-alphabet Wheel, B, the idea for which the Riverbank Laboratories is
indebted to Lieutenant P. H. Burdick, produces the same results. It makes use of a
revolving rubber stamp containing the letters of the direct alphabet equally spaced
on the perimeter of the wheel. In order to “run down™ a series of cipher letters it is only
necessary to start each column with the cipher letter which is to be “run down.” The
letters all being equidistant from each other, the successive letters all appear upon hori-
zontal lines, or in other words, the successive generatrices are printed. This method
possesses some advantageous features which the other does not, the most important being,
first, that the apparatus is much smaller and can be carried about easily; secondly, that
once a group of cipher letters is “run down™ the results are permanently indicated and may
be referred to or re-examined at any future time; and thirdly, since the letters are all

movable, they may be arranged in accordance with any mixed alphabet sequence.

The third device, the Poly-alphabet Roller, €', makes use of a series of ten endless rubber
belts containing the letters of the direct alphabet equally spaced. These belts fit snugly
upon the drum, but may be moved with reference to each other so as to contain ten cipher

letters in one line. The device is then inked and rolled upon a sheet of paper.

From the above it follows that since all the letters of the first column have been en-
ciphered by the same key letter, and are hence an equal distance removed from their respec-
tive plain-text letters, that the process of “running down’ should produce one generatrix
which will contain all of the plain-text equivalents for the cipher letters of this column.
Hence, if the correct generatrix can be found for each column of the above series of messages,
then the plain-text equivalents for each column and the decipherment of all the messages
are at hand. The problem thus resolves itself into the selection of the correct generatrix
from among all the generatrices of each column. Since English text consists largely of the
letters ETOANTRSHD, the generatrix sought in the case of each column will be the one

which contains the greatest number or best assortment of these high-frequency letters.

The “running down” process in the case of the first three columns in the series of

messages above gave the following generatrices:
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TABLE 3.

GENERATRICES OF

|

Column 1 Column 2 Column 3

§§ Cipher letters %f | Cipher letters ‘ %f Cipher letters
- VSZHOOGRBF & BANJERURRR | < EXKHMKKEXL
it WTAIPPHSCG 1t CBOKFSVSSS 1L FYLINLLFYM
2 XUBJQQITDH 2 DCPLGTWTTT 2 GZMJ OMMGZN
3 YVCKRRJUEI 3 EDQMHUXUUU 3 HANKPNNHAO
4 ZWDLSSKVFJ 4 FERNIVYVVV 4 IBOLQOOIBP
5 | AXEMTTLWGK 5 GFSOJWZWWW 5 JCPMRPPJCQ
6 BYFNUUMXHL 6 HGTPKXAXXX 6 KDQNSQQKDR
i CZGOVVNYIM 7 IHUQLYBYYY ‘ 7 LEROTRRLES
8 DAHPWWOZJN 8 JIVRMZCZZZ | 8 MFSPUSSMFT
9 EBIQXXPAKO 9 KJWSNADAAA | 9 NGTQVTTNGU
10 } FCJRYYQBLP 10 LKXTOBEBBB Il 10 OHURWUUOHYV
1L 1 GDKSZZRCMQ i il) MLYUPCFCCC 1 PIVSXVVPIW
2 HELTAASDNR 2 NMZVQDGDDD 12 QIWTYWWQJX
13 IFMUBBTEOS 13 ONAWREHEEE 13 RKXUZXXRKY
14 | JGNVCCUFPT 14 POBXSFIFFF 14 SLYVAYYSLZ
15 | KHOWDDVGQU 15 QPCYTGJI GGG 15 TMZWBZZTMA
56 LIPXEEWHRYV 16 RQDZUHKHHH 16 UNAXCAAUNB
117 | MJQYFFXISW 7 SREAVILIII ‘ 17 VOBYDBBVOC
18 NKRZGGYJTX 18 TSFBWIMJJJ 18 WPCZECCWPD
19 | OLSAHHZKUY 19 UTGCXKNKKK 19 XQDAFDDXQE
20 PMTBIIALVZ 20 VUHDYLOLLL 20 YREBGEEYRF
21 QNUCJJBMWA 2 WVIEZMPMMM 2l ZSFCHFFZSG
22 ROVDKKCNXB 22 XWIFANQNNN | 22 ATGDIGGATH
23 SPWELLDOYC 23 YXKGBOROOO | 23 BUHEJHHBUI
24 TQXFMMEPZD 24 Z LW HICPSIPRIP | 24 CVIEKLLGVJ
25 | URYGNNFQAE 25  AZMIDQTQQQ 25 DWJGLJJDWK
R | .| } e ;
It was necessary then to select from among these twenty-five generatrices for each
column the correct generatrix. The generatrices which contain the greatest number of
high-frequency letters, and therefore the most likely, are given in Table 4.

10
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TABLE 4.

MOST PROBABLE GENERATRICES OF

: |
(ren.em- Column 1 Genera- Column 2 ‘(ienvr:t— Column 3
trix Cipher letters | trix Cipher letters trix Cipher letters
VSZHOOGRBF . BANJERURRR | EXKHMKKEXL
1 WTAIPPHSCG 9 | KJWSNADAAA ‘ 3 HANKPNNHAO
| [
182 ‘ HELTAASDNR 13  ONAWREHEEE 7% LEROTRRLES
13 IFMUBBTEOS 87 SREAVILIITI 16 UNAXCAAUNB
‘
20 | PMTBIIALVZ 23 YXKGBOROOO | 20 YREBGEEYRF

The letters in the generatrix which is to be chosen from among the possibilities of the
first column generatrices, must be joined to the letters in the generatrix to be chosen from
among the possibilities of the second column generatrices; those of the second generatrix
must be joined to those of the third, ete. Experiment is necessary to find the generatrices
which will give the highest number of good combinations, remembering that these com-
binations must be the beginnings of words.* Not much delay will be experienced in finding
that the 12th generatrix of the first column, the 13th of the second, together with the 7th

of the third give the combinations already quoted on page 3, and repeated below:

O © ® N2 o O B W -

Dof =4 =) dwed his s he Gob sl eaff e S
H H ®H O EH DO = B> 2 O D
»v H B 9" w0 3 O 0 H B &

—

*With respect to the correct generatrix of the first column, it should be borne in mind that. since the lbl‘llll‘l‘ ulf frequency of inliti:xl
iff i 7 i at of the interior ‘ords. it will often happen that a generatrix containing a high percentage of E, A
.rs differs considerably from that of the interior of \\Qr«.l , it will often happen that a ' ining gh ntag
l(:’rtt(()ri:llll“; t\h(‘ correct one. The order of frequency of initial letters given by Hitt is T, O, A, W (B, C) (S, D). See: Iitt, Parker A.,
Manual for the Solution of Military Ciphers, 1916, p. 9.

11
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As a further check the key letters in the case of these three columns are sought.
There are three ways of finding the key letters.  The first is by reference to a Vigéneére
Table: the second is by the use of two sliding direct alphabets; the third is by the use of
the Shding Poly-Alphabet referred to on Page 7, or some similar device, by a method de-
scribed below; and in all three cases a little ‘experiment is necessary to determine which
method of enciphering was used. There are eight different ways of using a Vigénére Table,
but only three of them are encountered frequently enough to warrant mention, though the

principles discussed in this booklet apply to all.

(1)  The original Vigénere method, taking the cipher letter at the intersection of the
vertical column determined by the key letter and the horizontal line determined by the
plain-text letter in the first column on the left. Ex. Key M, plain-text S; cipher E.

(2)  Proceeding down the key-letter column to the plain-text letter and following
the horizontal line thus determined to the extreme left (the method first used by Beaufort).

Ex. Key M, plain-text S;: cipher G.

(3)  Finding the plain-text letter in the first horizontal line, proceeding down the
column thus determined to the row containing the key letter, thence out to the extreme
left (another method devised by Beaufort). Ex. Plain-text S, key M, cipher U. This
method gives exactly the same results as the sliding of a direct alphabet against a reversed,

the principle used in the U.S. Army Disk, and will be discussed under section (2) on page 16,

Now all the alphabets resulting from the application of method (1) or (2) to the
Vigénere Table may be produced more quickly by the use of two sliding direct alphabets.
In the case of these two examples, the sliding alphabets would be in the position indicated

below:

Beaufort, or Method (2) IKey M; plain-text S; cipher G

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWYZ
ABCDEFGHIJKLMNOPQRSTUVWXYZ

\fi;:(qE'v_ or Klvlhmlif’l ‘HI\""\‘ M; ]ll:lill-l;'\f S; cipher I

A good way of remembering these methods without having to refer to the table is this:
Consider the letter A which is set opposite the key letter; when this letter A and the plain-
text letter are both on the same strip, it is Method (1), the Vigénére; when this letter A

and the plain-text letter are on opposite strips, it is Method (2), the Beaufort.

Applying these principles to the problem in hand in order to find the key letters, con-
sider the first three letters of any of the messages and their corresponding cipher letters:
for example, the first message: {l (]; Il' Reference to the diagram directly above will show
that if plain-text letter H equals cipher letter V, the key letter is O in case Method (1)
was used in enciphering; or the key letter is M, if Method (2) was used. Setting the alpha-

bets again, so that plain-text letter O equals B, the key letter is N in case either Method (1)

12
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or (2) was used. Setting the alphabets once more, so that plain-text letter L. equals E, the
key letter is T in case Method (1) was used, or H in case Method (2) was used. Putting
together the results of these three experiments, Method (2) gives MNH as the start of the
key, which is obviously impossible, while Method (1) gives ON'T, which is not only possible

but suggests what the beginning of the key really is. It is concluded, therefore, that
Method (1) was used in the encipherment of these messages.

When method (1) of enciphering has been used the Sliding Poly-Alphabet will
give the key letter if a reversed alphabet is set so that A on the latter is set against the cipher
letter, the correct key letter being found opposite the horizontal line containing the plain-
text equivalents; if method (2) of enciphering was used, the device will give the key letter
if a direct alphabet is set so that A on the latter is set against the cipher letter, the correct
key letter being found opposite the horizontal line containing the plain-text equivalents.
Showing the first column of letters for the above ten messages enciphered by both methods,

this may be graphically represented thus:

TABLE 5.

METHOD (1) I METHOD (2)

l:\ti:l Cipher letters i li\t(lZl Cipher letters
A VSZHOOGRBF A TQXFMMEPZD
zZ WTAIPPHSCG B URYGNNF QAE
Y XUBJ QQITDH C VSZHOOGRBF
X YVCKRRJUEI D WTAIPPHSCG
W ZWDLSSKVFJ | E XUBJQQITDH
v AXEMTTLWGK | F YVCKRRJIUEI
U BYFNUUMXHL G ZWDLSSKVFJ
T CZGOVVNYIM H AXEMTTLWGK
S DAHPWWOZJIN T BYFNUUMXHL
R EBIQXXPAKO J CZGOVVNYIM
Q FCIJRYYQBLP K DAHPWWOZJN
P GDKSZZROMQ L EBIQXXPAKO
0 HELTAASDNR M FCJRYYQBLP
N GDKSZZRCMQ
| o HELTAASDNR

Rufus A. Long Digital Archive of Cryptology



The same procedure as was followed in the finding of the correct generatrix for columns
1, 2 and 3, 1s followed with respect to columns 4, 5 and 6, and the new key letters determined
are HEO, making the running-key read ON THE O. As a matter of fact, in the actual
solution, the correct generatrices for columns 4 and 5 were found by guessing that the
running-key was ON THE, having as a start the three key letters ON T, as determined
above. That is, assuming the key letter to be H, the cipher letters of the fourth column
were at once converted to their plain-text equivalents, without a search for a generatrix
having the greatest number of high-frequency letters; the cipher letters of the fifth column

were likewise converted by the key letter E, to their correct equivalents.

In this manner, once the method of enciphering has been determined, the decipherment
and the determination of key proceed together, one leading to progress in the other, until

the complete solution has been secured.

The solution of a Running-Key Cipher by the above process is not limited to the cases
where there are many messages, but is possible wherever there are two or more messages,
provided only that they are enciphered by the same key. For example, let us take the

following three messages, also enciphered by the Vigénére Table:

1L EJVVQ YMWTM POWAYV UKZQG AVERL
2 VWUXD UUOCW MRWQA BBNSG KFIPD
S TFABD YKAEM ILRKB WFHKT BYOVL

The generatrices of the first six columns are as shown in Table 6 on page 15:

Those generatrices which are the most probable have been underlined in the table.
One naturally begins by trying to join the letters of the most promising generatrix of column
1. with those of any promising generatrix of columns 2 and 3, and if good combinations

result, the key letters are sought. Here are a few of these experiments:

Coll = Col¥2 (Eoll Il (Gl 2 Col.1 Col. 2 Col. 1 Col. 2 Col. 1 Col. 2
Gen.9 Gen.S Gen.9 Gen.9 Gen.9 Gen.12 Gen. 9 Gen.21 Gen.9 Gen.25
N R N S N v N E N I
E E E F E I E R E \Y
C N C 0 C R C A C E

Of these first attempts, only the last two give anything possible. The key letters for
these combinations are sought. If the messages were enciphered by method (1) the key
letters are RF, for the first, and RB, for the second of these good combinations; if by method
(2). JV and JZ, respectively. All of these are impossible, therefore these combinations
are rejected and the next most promising generatrix in column 1 is selected for a fresh
start, and a similar procedure followed. Impossible key letters will always cause incorrect
assumptions to be rejected.

14
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TABLE 6.

Key if enciphered ; GENERATRICES OF
by Method — — 14 £ T b PRI,
\

(1) (2) Genera- Col. 1 [ Col. 2 Col. 3 [ Col. 4 ‘ Col. 5 Col. 6
A A L EVT | JWF | VUA | VXB QDD | YUY
Z B 1 FWU KXG | WVB | Wyc REE | 2ZVZ
Y c 2 | oxv i LYH | XWC @ X2zD SFF  AWA
X | D 3 ’ HYW MZI YXD ‘ YAE TGG BXB
W E 4 IZX NAJ | ZYE | ZBF | UHH | CYC
v F 5 ‘ JAY | OBK | AZF ‘ ACG | VII | DZD
U G 6 | KBZ | PCL | BAG i BDH WJJ | EAE
T H 7 | LCA QDM CBH | CEI  XKK

S I 8 | MDB REN | DCI DFJ YLL

R J 9 NEC SFO | EDJ | EGK ZMM

Q K 10 = OFD TGP FEK FHL  ANN |

P L 11 | PGE | UHQ | GFL | GIM | BOO

0 M 12 = QHF VIR | HGM HJN CPP

N N 13 | RIG | WJS | IHN | IKO | DQQ

M 0 14 SJH | XKT | JIO | JLP | ERR

L P 15 TKI = YLU KJP  KMQ

K Q 16 | ULJ | ZMV | LKQ | LNR |

J R 17 VMK  ANW | MLR = MOS |

I S 1s | WNL | BOX | NMS | NPT

H T 19 | XOM CPY | ONT | 0QU

G U 20 YPN DQZ POU PRV

F v 21 | ZQO ERA | QPV | QSW

E W 22 ARP ~ FSB | RQW = RTX

D X 23 | BSQ | ©TC | SRX | SUY

c Y | 24 | CTR | HUD | TSY | TVZ

B | z | 25 ’ DUS \ IVE | UTZ | UWA
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This entire process in actual practice takes much less time than the deseription of it,
for it is chiefly one of inspection.  Hence, one after another, the possible combinations
in these messages are tried and rejected, bearing in mind the frequency of initial letters
as compared with that of letters of general text (see footnote, p. 11). Finally, generatrix
11 of column 1, giving the letters PGE is tried. At a glance it is seen that these letters
will make possible syllables when joined to generatrix 8 of column 2. Thus: PR, GE,
EN: key letters PS, or LI, The latter only is possible, hence the conclusion that if the correct
generatrices have really been found, the messages were enciphered by Method (2). Now
a search 1s made in column 3 for a generatrix, letters of which will combine with the PR,
GE and EN combinations. Only one generatrix, 19, will do so, giving as a result, PRO,
GEN, ENT, with key letters LIT. Again, in column 4, generalrix 3 gives PROY,
BENA, ENTE, with key letters LITD. Rejecting this, generatrix 7 is tried. Here the
combinations are more probable—PROC, GENE, ENTI, with key LITH. At once the
words LITHIA, LITHIUM and LITHOGRAPHY suggest themselves as possible first
words of the key. On trial of the generatrix opposite the letter T of Method (2) in column
5, the resulting letters are YLL, which are altogether improbable when joined to the preced-
ing—PROC-Y, GENE-L, ENTI-L; hence LITHIUM or LITHIA are found impossible.
Returning then to the combinations of text letters, the word GENERAL i1s suggested as
the first word in the second message. The generatrix of column 5 which will give an R in
the second place is 14, key letter O.  Now the text reads PROCE, GENER, ENTIR, key
LITHO. LITHOGRAPHY for the key is thus corroborated. This checks with the
assumption of GENERAL and gives for the first and third messages PROCEED and
SNTIREB.  From now on the solution is only a matter of a few minutes, the messages and

key checking the assumptions made from one or the other.

Hence, it is seen how this system of deciphering a Running-Key Cipher is applicable
even to as few as two or three messages, the only difficulty being that of the time needed
to try out the larger number of probable generatrices, which necessarily increase in occur-
rence as the number of messages decreases. Even that difficulty, however, applies only to
the first two or three columns.

(2) Solution of a series of messages enciphered by the same running-key and a direct
alphabet sliding against a reversed (U. S. Army Disk).

The sliding of a direct alphabet against a reversed will produce a series of twenty-six
reciprocal alphabets. By a reciprocal alphabet is meant one in which, if for example Y
equals E, then E equals Y or if X equals D, then D equals X. With the key letter D, the
word GENERAL would be enciphered by XZQZMDS. Graphically represented, the two

shiding alphabets would be in this position:

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ
ZYXWVUTSRQPONMLKJIHGFEDCBA

16
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Unlike the case of two direct alphabets, the “running down™ process will neither produce
the cipher equivalents given above for the word GENERAL. nor will it result in the produc-
tion of the plain-text equivalents from these cipher letters.  But if the cipher letters are
first converted into their reversed alphabet equivalents on a direct alphabet set against a
reversed at any point, then the “running down™ process will result in the production of the
plain-text equivalents. The above example, where A of the direct alphabet is set against Z

of the reversed in securing the reversed alphabet equivalents, may serve as an illustration:

Plain—text letters: GENERAL

Cipher letters: XZQZMDS

Reversed alphabet equivalents: CAJANWH
Generatrix 1: DBKBOXI

2: ECLCPYJ

3: FDMDQZK

4: GENERAL

Therefore, before applying the principles presented above for the solution of a Running-
Key Cipher enciphered by a Vigénére Table (or two shiding direct alphabets), to a message
enciphered by a direct alphabet shding against a reversed alphabet (U. S. Army Disk),
it will be necessary to convert each column of cipher letters into their reversed alphabet equiv-
alents before “running down’ to select the proper generatrices. From there on the processis the
same. As stated above, the reversed alphabet equivalents may be found by setting a
direct alphabet against a reversed at any point: but in order to find, by means of the
Poly-Alphabet, the key letter applying to a column, A should be set to Z. in which case
when Z of a direct alphabet is set opposite the reversed alphabet equivalents, the correct
key letter will be found opposite the correct generatrix. This is illustrated in the solution

of the series of messages which follows.

The solution of the six messages given below, enciphered by the U. S. Army Disk

and by the same running-key, follows:

DXYCK BQHLX BUCYM MAUMA GECXN JSPAS
RQYNL BCTZF KJCAA SDUUR BUTGZ WPWVS
AKZBV JFOXX UEGEX REDNW YOBGI MSVWC
ZX0LA YFWBE GLVYE PKSBW ABZUO LEZVA
BKERJ RCFAZ KJNZE VTUUN UKMWN RHAEU
AGPLK BGZRJ HSTNO FYLHT XQHHR BSUPZ

®» 0 A~ N N
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TABLE 7.

GENERATRICES OF

Column 1 ‘ Column 2 Column 8

Cipher letters Cipher letters Cipher letters

~<><s<c»—3|mmo—u|oz|§r':x:<_.v—«::o-qmoom:>NK(‘,\'I‘-ttvrs

VHYZXY

e DRAZBA XQKXKG = YYZOEP

% Equivalents Equivalents ; Equivalents

= WIZAYZ CJPCPT BBALVK

| 1 XJABZA DKQDQU | CCBMWL
2 YKBCAB ELRERV | DDCNXM

3 ZLCDBC FMSFSW ‘ EEDOYN

4 AMDECD GNTGTX | FFEPZO

5 BNEFDE HOUHUY GGFQAP

6 COFGEF IPVIVZ | HHGRBQ

7 DPGHFG JQWJIWA ITHSCR

8 EQHIGH KRXKXB JJITDS

9 FRIJHI LSYLYC KKJUET

10 GSJKIJ MTZMZD | LLKVFU

11 HTKLJK NUANAE MMLWGYV
2 IULMKL OVBOBF NNMXHW
13 JVMNLM PWCPCG | OONYIX

| 14 KWNOMN QXDQDH | PPOZJY
15 LXOPNO RYEREI QQPAKZ
16 MYPQOP SZFSFJ RRQBLA
iy NZQRPQ TAGTGK SSRCMB
18 0ARSQR UBHUHL TTSDNC
19 PBSTRS VCIVIM | UUTEOD
20 QCTUST WDJWJN ‘ VVUFPE
21 RDUVTU XEKXKO WWVGQF
22 SEVWUV YFLYLP XXWHRG
23 TFWXVW ZGMZMQ YYXISH

| 24 UGXYWX AHNANR ZZYJTI
25 BIOBOS AAZKUJ
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The union of generatrices 19, 15 and 18 of columns 1, 2 and 3, respectively, is found
to give the best combinations with the key-letters SOM:

Column
Key

Message

n M 3 0 wWw Y|~
H M@ X E < H|o
sd U HENES S S O =N

it
2
3
4:
5
6

Note that the correct generatrix for Column 1. consisting of the letters PBSTRS, conforms
closely with the requirements of frequency of initial letters. (See footnote to page 11).

In fact, the correct generatrix was chosen on the first attempt.

The messages and key when solved are as follows:

Key SOMEO FTHEL OWGRA DEFUE LSHAV EAHIG
1 PROCE EDATO NCETO RELIE FOFDI VeSS0
2 . BYORD EROFG ENERA LBLAN KYOUW ILLNO
Sh SENDT WOTHO USAND MACHI NEGUN SIMME
4 . TRYTO HOLDH ILLTW OUNTI LRIGH TWING
5. REINF ORCEM ENTSW ILLAR RIVEI NTHEM
6F SIXTE ENINC HENEM YGUNL OCATE DINTH
(3) Solution of a series of messages enciphered by the same running-key and a mixed

alphabet sliding against (A) a direct alphabet, or (B) a reversed alphabet.

(A)  When a mixed alphabet and a direct alphabet are used it is necessary to convert
the cipher letters into their direct alphabet or mixed alphabet equivalents before “‘running
down™ or “setting” on the Sliding Poly-Alphabet. For example, given the mixed alphabet
CRYPTOGAMSBDEFHIJKLNQUVWXZ the word HOW enciphered by the key letter

L. would be written PBL, as shown graphically®:

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ
CRYPTOGAMSBDEFHIJKLNQUVWXZ

A
|
If the direct alphabet equivalents of PBL are found by setting the mixed alphabet thus:

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ
CRYPTOGAMSBDEFHIJKENQUVWXZ

~ *The most frequently encountered mixed alphabets are those employing a key word followed by the rest of the unused letters of the
alphabet. The key word should be long, should contain as many of the \'n\\'n:lx as possible, and ‘\‘Imnhl break up the normal sequence of
letters in the alphabet as much as possible. Such an alphabet is called a “Key-word Alphabet.
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where 1t 1s found that P of the mixed alphabet equals D of the direct. B equals K, and L
equals S, the “setting” of these equivalents or “running down” will now produce the
plain-text letters.
Plain-text letters: HOW
Cipher-Letters: PBL
Direct alphabet equivalents: DKS
Generatrix: 1. ELT

2. FMU
3. GNV
4. HOW

The same word HOW may be enciphered in another way, using the same alphabets
and the same key letter L. for the plain-text letters may be sought on the mixed alphabet,
and their cipher equivalents on the direct. 1In this case the cipher letters would be SJB.
Instead of converting these cipher letters into their direct alphabet equivalents, as above,
it 1s now necessary to convert them into their mixed alphabet equivalents. They are
found to be LSR.  Now the “running down™ of these letters according to a direct alpha-
bet sequence will not produce the plain-text equivalents, but if they are “run down”

according to the given mixved-alphabet sequence, the plain-text letters will reappear. Thus:

Plain-text letters: HOW
Cipher letters: SJB
Mixed-alphabet equivalents: L SR

Mixed alphabet generatrix: 1. NBY
2. QDP
3 UET
4. VFO
5. WHG
6 XIA
(¢ ZJM
8 CKS
9. RLB

10. YND
11. PQE
12: THE
13. OVH
14. GWI
15. AXJ
16. MZK
17. SCL
18. BRN
19. DYQ
20. EPU
21. FTV
22. HOW
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Returning now to the decipherment of a series of messages enciphered on this system,
the columns of cipher letters must be converted first into either their direct alphabet equiv-
alents or their mixed alphabet equivalents depending upon the method of encipherment,
as discussed above.

(B)  What was said under (A) of this section applies also to the case where a mixed
alphabet is sliding against a reversed alphabet. Only one conversion is necessary, viz.,
the conversion of cipher letters to their reversed alphabet equivalents, or to their mixed
alphabet equivalents, depending upon the method of encipherment, and the subsequent
procedure is the same as in (A).

4. Solution of a series of messages enciphered by the same running-key and two iden-
tical mixed alphabets sliding against each other (Modified Vigénere Table).*

The only difference in the case of this system as compared with that using an ordinary
Vigénere Table is that instead of “running down™ the letters of each column according to
the direct alphabetical sequence, it is necessary to “run down’ according to the sequence
of the mixed alphabet. No conversion into equivalents before “running down’ is necessary
i this case. The Poly-alphabet Wheel could be used to good advantage here, since it can
be arranged to print any mixed alphabet sequence. In the absence of such a device,
this work must be done by hand, unless there is sufficient need to have such mixed

alphabets printed.

5. Solution of a single message enciphered by a running-key and (A) a direct alphabet
sliding against a reversed (U. S. Army Disk), or (B) two direct shiding alphabets (Vigénere
Table).

Here again the methods are based upon the very frequent occurrence of the letters
ETOANIRSHD in English text. Since E is the most frequently used letter in English,
the combination E over E, that is, key-letter E to encipher plain-text letter E, will be
the most frequent. The combination T over E, or E over T, will occur next in frequency.
Below. the combinations will be represented in this form: v, where X 1s the key letter;

7
Y, the plain-text letter; and Z, the resultant cipher letter.

(A) A direct alphabet sliding against a reversed (the U. S. Army Disk).

I. All the high frequency combinations and their resultant cipher letters may be
compressed into a small table which will serve in finding a breaking point in the key-text

or the plain-text, the one being as important as the other in the process of decipherment.

*In an ordinary Vigénére Table the direct alphabet forms the ll‘llsis of the table, and, u<'s};|t4-n!.|)t~f(3l~<w,';x‘ll of the gl.]l)h;llu-lg of a
Vigénére Table may be produced by two sliding strips containing the direct alphabet. In a Modified Vigénére Table, a mixed alphabet
forms the basis of the table, and this mixed alphabet, designated as the Primary Alphabet usuinll}\' consists of a keyword (see footnote to
Page 19) followed by the rest of the unused letters of the alphabet. The table, aside from this feature, is constructed and used exactly
the same as an ordinary Vigénére Table. All of the secondary :1||1hu|n-_t~ may be produced by two sliding strips containing the primary
alphabet. The first letter of the lower strip becomes the equivalent of A on the direct alphabet in setting for the required key letter.
See page 29. y
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TABLE 8.

Key letter

e T 0 A N I R 8§ HIDISG
E|[APEKWUJIENODZHY
T |'L AV HT PX 20K S
0| Q FAMZUDETTPZXO
Al ET 04N I R §.H DL
N|RGBNAVETFUQYFP
I|WLGSTFAJEKZYVDU
R|NCXJWRABGQMUL
S|MBWIVQ2Z2APLTEK
H|XMHTGBEKLAWEYV
D|B QLXKTFOQPEATEZ
L|TIDPGCXGHUWSAR
c|]¢ RMYLGPQFBJ A

By this table is shown, for example, that the cipher letter EE may represent any of

the following combinations — — — —» — =+ [t is also clear that when the key letter
‘ "AENODH ‘ :
and plain-text letter coincide, the cipher letter will be A; or stated conversely, the cipher

letter A always indicates a coincidence of key and plain-text letters. Furthermore, it
is evident that the cipher letter may represent letters other than those indicated in the

table. For example:

ete.

= o)
=| =)o
= <

The same would be the case for any other cipher letter. But since English words
are composed of the letters ETOANIRSHDLC to the extent of approximately 8597, the
remaining letters of the alphabet being used relatively infrequently as compared with them,
the decipherer will be able to recognize the skeletons of words, despite the occasional in-
correct letters, which represent the encipherment of infrequent combinations, the identities
of which will manifest themselves as the decipherment proceeds.

An illustration of this method of solving a single message 1s as follows:

MESSAGE.
LOWNH ZKNIC JB (ete.)
The first step is to assume that the key-text and plain-text consist solely of the letters

ETOANIRSHDLC, and accordingly the equivalents of the cipher letters as given in the
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tﬂhlt‘ on page ‘2‘2‘ are set (l()\\'ll in the manner shown l)(,‘l()\\'. maintaining the l'(']:lli\'(' )()Sili()l]S
o I
of k(’y an(l I)lilill—tt‘xt l(‘“(‘l'h‘ for easy I'(‘f(‘l'(‘]l(‘(‘l

(‘i])]lel‘ text LOWNH ZKNIC JB
la ESAR
: 2
Possible @ SO
, 3
Wooy dottens - 0 o
4 3 SR
5a 0
1b TEEE

Possible  2b IAT
Plain text 3b ST
Letters 4b HD
5b D

The first words of the key and the plain-text stand out very plainly: THE and ITI.
The latter leads to the trial of I'T IS for the plain-text, which gives for the key-text THE F.
Now F can be followed by a vowel or by the consonants L. or R only. A tl‘iill of THE FL
gives I'T IS E, which is possible.  FL can be followed by a vowel only, and they are tried

one after the other. The results are as follows:

Key-text Plain-text Possible words of plain-text
THE FLA IR SIES EBB, EBENEZER, EBONY, EBU...
THE FLE 1T I8 EF [ RBREE...2..c: several words.

THE FLI IT IS EJ EJACULAT. ... ...
THE FLO IT IS EP EPIPHYTE, EPHRAIM.
THE FLU IT IS EV EV......several words.
THE FLY IT IS EZ EZRA

All of these possibilities are tested one by one. For example, the first possibility:
Key, THE FLA, giving plain-text I'T IS EB is systematically exhausted in an attempt
to continue either the key or the plain-text:

Cipher text LOWNH ZKNI

If the plain-textis ITISE BB :
then the key-textis THEFL AL, which is impossible.

If the plain-textis ITISE BE i
then the key-text is THEFL A0, which is impossible.

If the plain textis ITISE BONY T
then the key-text is THEF I AYAG, which is impossible.

23

Rufus A. Long Digital Archive of Cryptology



Thus, the possible key-text THE FLA has been exhausted, and the decipherer proceeds
to THE FLE, THE FLI, ete. If none of these give good results, it becomes evident that
THE FL is not correct, and THE FR is tried next. This may not produce results either,
whereupon the vowel combinations with I must be tried. There is no need to go through
the whole process, which takes longer to deseribe than to perform. It will be found that
the key-text THE FU gives I'T IS N as the plain-text. The words which this new letter
suggests immediately are NECESSARY., NOW, NOT, NEITHER, ete. A quick trial of
these possibilities is made and it is found that the plain-text I'T' IS NOT gives for the key-
text THE FUND, and the way is now clear for further progress, for the latter suggests
THE FUNDAMENTAL, a long sequence, giving for the plain-text I'T IS NOT NECESSA,
clearly the word NECESSARY.

By this method of checking key against plain-text, and vice versa, the complete
decipherment may be accomplished. Often technical matter 1s used as the running-key
text, and in such a case a familiarity with the terminology or nomenclature is a great aid.
The hardest part of the task is accomplished, once the start has been made, since the first
few letters will often determine the context of both key and plain-text, and both furnish
clues to progress in the solution. It may be necessary to proceed into the mterior of a
message before a breaking point is found. This method of seeking for a continuance of
either key or plain-text applies in the solution of any single running-key message by
whatever system 1is used.

II. Another form of table, not based upon the actual tabulation of frequency of
combinations normally occurring in English text 1s shown on page 25 (Table No. 9). Here
all of the high frequency letters ETOANIRSHD are distinguished from the others by
being in bold faced type. For example, the cipher letter L (at the top of the table) represents

the encipherment of plain-text letters T by key letter E: or it may represent the combination

—, ete.

l. or
T O

The same kind of table can be made for the Vigénere square, employing the original
Vigénere system or the Beaufort system of enciphering.

ITT. A short-cut to the preceding method may be found by assuming that common
words such as THE, AND, etc., occur in the key, as they very probably would in a message
of some length. Test the text for the presence of one of the words, beginning at the very
first letter and proceeding letter by letter until a good place is found; that is, one giving
a good combination in the equivalent plain-text. This short-cut applied to the message
above would at once confirm the suspected presence of such a word as THE, and would
show that the plain-text began with IT I. Thus:

If the key is THE
and the cipher-text is LOW
then the plain-textis ITI

giving at once the start of the message.
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m . J D \j 1

Fhe plain-text may be assumed to contain a THE or an AND in the same way. Or
if the presence of a word is fairly certain or suspected, a thorough test for it will show whether
it is present or not.

TABLE 9.

% Cipher-letter I?
E ABCDEFGHIJIKLMNOPQR STUVWXYZ —;
EEDCBAZYXWVUTSRQPONMLKIJIHGTF|E
TITSRQPONMLKIJIHGFEDCBAZYXWVU|T
OJONMLKJIHGFEDCBAZYXWVUTSRQP|O
AIAZYXWYUTSRQPONMLKIJIHGFEDCIB[A
NINMLKJIHGFEDC CBAZYXWYUTSRQPO|N
| IHGFEDCBAZYXWVUTSRQPONMLK J]|I
RIRQPONMLKJIHGFEDCBAZYXWVUTS|R
SISRQPONMLKJIHGFEDOCBAZYXWVUT]|S
HIHGFEDCBAZYXWVUTSRQPONMLKIJI|H
DIDCBAZYXWVUTSRQPONMLKJIHGT FE|D
LILKJIHGFEDCBAZYXWYVYVUTSRQPONM|L
Ui s RQPONMLEKJIIHGERFEDCBAZY XWV|U
CICBAZYXWYUTSRQPONMLKIJIHGTFETD|C
MIMLKJIHGFEDCBAZYXWVUTSRQPON|M
ERPEOEN ML K J I HGEY EDCBAZYXWY U TS5 RQIP
F|IFEDCBAZYXWVUTSRQPONMLKIJIHG|F
X1 Y XWVUTSRQPONMLEKJIHGFEDOCBAZ|Y
WIWVYUTSRQPONMLKJIHGFEDCBAZYX|W
G|GFEDCBAZYXWYVYUTSRQPONMLKUJIH|G
B|BAZYXWVUTSRQPONMLKJIHGEFEDTC|B
YIVUT SRQPONMLKJIHGFEDCBAZYXW|V
K| KJIHGFEDCBAZYXWVYUTSRQPONML|K
g3 I HGFEDCBAZYXWYUT SRQP ONMIL K|J
XIXWVYUTSRQPONMLKJIHGFEDCBAZY|X
7l Z ¥ X W YHTSRQPONMLEKIJIIHGFEDCSBALZ
QIQPONMLKJ IHGFEDCBAZYXWYUT S R[Q

ABCDEFGHIJKLMNOPQRSTUVWXY Z

Cipher-letter
IV. An improvement over the preceding three methods makes use of sliding strips.

It is possible to find the order of frequency of the combinations which result in the pro-

duction of the same cipher letter by merely multiplying the frequencies of the letters con-
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cerned in each combination and then tabulating the combinations in accordance with
these products. These products remain constant of course, regardless of the kind of alpha-

bets used (the text remaining the same in nature) but the resultant cipher letters change

with the alphabets used, and hence the tabulations would change accordingly.
A. A direct alphabet sliding against a reversed (the U. S. Army Disk).
The following table contains all the combinations which result in the production of the
cipher letter P, for example, when a direct alphabet is sliding against a reversed.
Combinations resulting in cipher letter P, arranged alphabetically.

Key-letter:A B CDEFGHIJKLMNOPQRSTUVWXY
Plain-text:: LMNOPQRSTUVWXYZABCDEVFGHTIJ

Z

K
: e . ot s v+ RS
In order to find the relative frequency of the combination T, as compared with 3 s

4 4

only necessary to multiply the frequency of single letter A by that of L and compare the
product with that resulting from the multiplication of the frequency of B by the frequency
of M*. Thus, the frequency of any combination giving P may be found, and these combi-
nations are then arranged according to their products. Thus, for this same cipher-letter,

the results are as follows:

Combinations resulting in cipher letter P, arranged in order of frequency:

Key-letter: T T HD AESCRPNGWULBXJVOKYMFQZ
Plam-text: E T SOLPDNCAYRHFWMIUGZYVJ XAQBK

The same data is secured for every letter of the alphabet, and is arranged as shown in
Table 10, page 27. All the combinations which result in the production of the same cipher
letter are in the same column. In each combination, the upper letter is the key-letter.
The columns in this table are then cut apart, and mounted upon sliding sticks. These
slides are then used in the following manner:

Given a cipher message:
TOFFA NBPEW KYMOO (eler)

the slides labeled T, O, F and A are selected for experiment. Slides T and O are set directly
opposite each other so that the first combination on the T strip coincides with the first one
on the O strip. Since the high frequency combinations are at the top of the slides all those
near the top are examined to see if there is present any good combination which might
possibly be the start of the message. No combinations are found of sufficient probability
to justify further experiment. The O strip is then moved up one space and the resulting
series of combinations is examined again. The best combination is P—l4{ which suggests the
word PROCEED for the plain-text. A quick trial of this possibility shows that it is correct,

*The data given by Hitt for English Literary Text were used in these calculations.
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for the corresponding portion of the key-text is IF THERE. The plain-text and the key-
text stop simultaneously but the words IS and ARE suggest themselves for trial for a
continuance of the key. The key IF THERE IS gives PROCEED TO. Here again the
plain-text and the key-text stop simultaneously and after a hasty trial of the words which
suggeslt themselves for a continuance of the key-text, such as ANY, SOME, ete., without

results, recourse is had once more to the sliding strips, selecting the W, K and Y strips.

A v( )']
REL

word RELIEF. This gives NO JUST for the corresponding portion of the key-text. Each

After a little experiment, the combination is found, which suggests the plain-text
time the key and the plain-text stop together, and the context has failed to suggest the
correct word, recourse is had to the sliding strips.  The process is very rapid and takes much

less time to do than to explain.

B. Tables similar to this one, for use with messages enciphered by a Vigénére Table
may be made, and used in exactly the same manner. The table applying to the Beaufort

method would be different from that applying to the Vigénére method.

The Riverbank Laboratories is indebted to Lieutenant Paul H. Burdick for the original
suggestion involving the sliding strip idea. Lieut. Burdick’s strips contained the same
combinations but arranged only alphabetically. It is believed that our modification of his
original scheme improves the system considerably and makes the solution of a single

running key message involving direct or reversed alphabets a very simple and easy matter.

(6)  Solution of a single message enciphered by a known mixed alphabet sliding against

a direct alphabet, or a reversed alphabet.

As long as a mixed alphabet concerned is known, it is only necessary to compile a table
similar to table 10, applying to the conditions resulting from the sliding of the particular
alphabets concerned. The procedure from there on is exactly the same, and the solution of
a single message may be secured with the same ease as i1s the case when the direct or the

reversed alphabet is used.

(7)  Solution of a single message enciphered by a known mixed alphabet sliding against

the same mixed alphabet (Modified Vigénere Table).

What was said under section (6) applies here also.

Up to this point only those cases involving direct, reversed or known mixed alphabets
have been considered.

The Vigénere Table is only one form of a square or quadricular table, as it is sometimes
called. The direct alphabet forms the basis of the square, or the alphabet upon which all
the sub-alphabets are based. These sub-alphabets are all direct alphabets or reversed
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alphabets, and the correct determination of a single letter in any one of them solves that
whole alphabet to which it belongs. But if a mixed alphabet is substituted for the direct
alphabet, and the table is constructed as before, all of the sub-alphabets are mixed alphabets,
and form a series of interrelated mixed alphabets. The correct determination of a single
letter in any one of these alphabets gives no clue to the value of any other letter in the
same alphabet or any other one of the interrelated series of alphabets. Such a table is known
as a Modified Vigénere Table; the alphabet upon which it is based is called a Primary
Alphabet: and the series of sub-alphabets are called Secondary Alphabets. The whole
is called a Primary Alphabet System. The Primary Alphabet is most often a Key-Word
Alphabet: 1. e., it is an alphabet which begins with a key-word and is followed by the rest
of the unused letters of the alphabet. Its popularity is due to the ease with which such an
alphabet may be written or communicated, without the necessity of writing or remembering
the entire alphabet. The remaining pages will deal with the methods of recovering unknown
primary alphabets from running-key messages, and of solving a series of running-key mes-

sages involving unknown primary alphabets.

Before anything can be done with such cases it is necessary to determine first, whether
Method (1) or Method (2) of enciphering was applied, and second, what the initial letter
of the Primary Alphabet is. In order to show how this is done, it is necessary to consider
some fundamental features of a quadricular table, of which the ordinary Vigénére Table
i1s an example. In finding the cipher equivalents on the basis of a Vigénére Table, by the
use of two shding direct alphabets, A of one strip, say the lower one, is set under the key
letter designated on the other strip, the upper one. 1If the cipher letter is to be taken accord-
ing to Method (1), the Vigénére method, the plain-text letter is sought on the lower strip
and the cipher letter on the upper strip. If the cipher letter is to be taken according to
Method (2), the Beaufort Method, the plain-text letter is sought on the upper strip, and the
cipher letter on the lower strip. In both cases, the first letter of the alphabet upon which
the table is based, the letter A, is set opposite the key letter. In the case of a Modified
Vigénere Table, the first letter of the alphabet upon which the table is based, the Primary
Alphabet, is set under the designated key letter in the upper strip. When Method (1) is
to be used for enciphering, the plain-text letter is sought upon the lower strip and the
cipher letter is taken from the upper strip.  When Method (2) is to be used, with the same
setting, the plain-text letter is sought upon the upper strip, and the cipher letter is taken

from the lower strip. A concrete example will make this clear, and is given below:

TREBIZONDACFGHJKLMPQSUVWXYTREBIZONDACFGHJKLMPQSUVWXY
TREBIZONDACFGHJKLMPQSUVWXY
BEaD . A : E
Method (1) Key E; plain-text C: cipher G.  Or ==
3 > Al 2 Al . E
Method (2) Key E: plain-text C; cipher D.  Or c~ D
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Now consider the reciprocal relations of these two examples, viz., key €, plain-text

E. The two strips are now in this position:

TREBIZONDACFGHJKLMPQSUVWXYTREBIZONDACFGHJKLMPQSUVWXY
TREBIZONDACFGHJKLMPQSUVWXY :

Method (1) Key C; plain-text E; cipher G- ()l‘;—‘-e(}
Method (2) Key C; plain-text E; cipher P. ()r%-» P

4

In the case of Method (1) the reciprocal relation gives exactly the same result, and this

will hold true in all cases.  Therefore, stated generally, when Method (1) 1s used, ‘\—,—>Z and

§—>/,. where X, Y and Z stand for any letters. But in the case of Method (2) the reciprocal

relation does not give the same result. However, if the two shiding strips be placed in the

following position:

TREBIZONDACFGHJKLMPQSUVWXYTREBIZONDACFGHJKLMPQSUVWXY
TREBIZONDACFGHJKLMPQSUVWXY

it will be seen that by Method (2) Key D, with plain-text ', the cipher letter is E. Stated

. X y :
generally, when Method (2) is used, = =7 and S—-X.

! Y

The second important principle deals with the three elements concerned in enciphering:
(1) the key letter, (2) the plain-text letter, and (3) the cipher letter. In the example above,
when the key letter is E, the plain-text letter T is enciphered by E when Method (1) is used.
That is, the cipher letter and the key letter are identical, and the plain-text letter which
is enciphered is the first letter of the primary alphabet. In the same example, when Method
(2) is used, and when the key letter is E, the plain-text letter E, is enciphered by T. That
is, the key letter and the plain-text letter are identical and the cipher letter is the first

letter of the primary alphabet. Stated graphically these relations are as follows:

FABILIE 1l
If there are at least two different sets of combinations where

(Case 1) Cipher letter =key letter, both sets involving the same plain-text letter, then
Method (1) 1s indicated, and the plain-text letter is the
first letter of the primary alphabet.

(Case 2) Cipher letter =key letter, both sets involving different plain-text letters, then
Method (2) is indicated. The first letter of the Primary
alphabet remains unknown.

(Case 3) Key letter=plain-text letter, both sets giving the same cipher letter, then Method
(2) is indicated, and the cipher letter is the first letter
of the primary alphabet.
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TABLE 11—Continued.

(Case 4) Key letter =plain-text letter, both sets giving different cipher letters, then Method
(1) 1s indicated. The first letter of the primary alphabet
remains unknown.

(Case 5) Cipher letter=plain-text letter, both sets involving the same key-letter, then
either Method (1) or (2) is indicated. The key letter is
the first letter of the primary alphabet.

It follows as a corollary that when the key letter coincides with the first letter of the
primary alphabet, all the cipher letters are enciphered by themselves: accordingly when
the key letter for any column has been found to be identical with the first letter of the
primary alphabet, regardless of whether Method (1) or (2) had been used, the plain-text
values may be inserted at once, being the same as the cipher letters. And vice versa, in
any column where it has been found that a single cipher letter represents the same plain-
text letter as itself, all the other plain-text letters in the same column may be written at

once, and the key letter is the first letter of the primary alphabet.
Application of these principles will now be made in the problems which follow.

(8) Recovery of a mixed alphabet given (A) the running-key, the plain-text and

the cipher-text; (B) the plain-text and the cipher-text.

(A) It may easily happen that a message or a series of messages in a Running-Key
Cipher has been captured or secured by other means. If, as has been known to occur often,
the transcription of the cipher-text accompanies the messages, together with the key-text,
it becomes necessary to find the mixed alphabet which was used, in order to facilitate the
decipherment of other messages which may be intercepted. The following methods are
presented simply to point out a few guiding principles for the recovery of the mixed alphabet
used, for it may be accomplished by several methods, all subject to the ingenuity of the
decipherer.

Given the following series of messages with their decipherment and key:

Key-text SEEKI NGFOR THESE THING SHEEX CEEDED
1. Plain-text GASAT TACKS AREMA KINGO URPOS ITIONS
Cipher-text GIEXH KRJSR FOUMI YXMYX UOCBX BONVDD
2 . Plamn-text REPEA TLAST ORDER REGAR DINGM OVEMEN
Cipher-text ~RUCQG KQQOP JOGEW PKWJI DXDJH DXUUUW
3. Plain-text STOPI NTERF ERENC EOFSH IPMEN TSJUST
Cipher-text ~SOBMJ RVHCT O0OUNL O0YVNC IJRUT NEMJEQ
4 . Plain-text PREPA RETOM OVEYO URMEN BYDAY LIGHTA
Cipher-text PWUMG UJRMD JNUYB BOSDY BFGIV INJPOM
5. Plain-text WHATI SCAUS INGIN TERRU PTION OFWIRE

Cipher-test WKIYJ NKQFR HZJID GKEUM PWNBT DHYRWG
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The first step is to find the first letter of the Primary Alphabet and the method of
encipherment.  (See explanation on page 30). In columns 1, 14 and 21 it is seen that the
cipher letters and the plain-text letters coineide. This comes under Case 5 above. The
first letter of the primary alphabet is therefore S, but either Method (1) or (2) is indicated.
In colum 3., the first message, key letter E and cipher letter E coincide, plain-text letter is
S:in column 6, the fifth message, key letter N and cipher letter N comneide, plain-text letter
is 5. These two different sets of combinations both involving the same plain-text letter
indicate Case 1, which shows that Method (1) was used in enciphering. Next, an alphabet
is made showing, for the key letter E, the cipher equivalents of the plain-text letters as
given by all the messages. This alphabet gives, if it has a sufficient number of values, all
the data necessary for the recovery of the primary alphabet. In the above series of mes-

sages the alphabet of cipher equivalents for the key letter E, is as follows:

Cipher ABCDEFGHIJKLMNOPQRSTUVWXY?Z
Plain-text OPNS DFAGHCJIT KM E R

The plain-text equivalent K for the cipher letter Q was secured from the reciprocal

. K - - .
relation i the fourth letter in message number 2. (See Page 30).
7
4

From this single partial secondary alphabet it is possible to reconstruct completely
the whole primary alphabet by a method given in a previous publication.+ At an interval
of 24 spaces forward, or 1 space back, the sequence WRMJGDNIA gives sufficient of the
primary alphabet to reconstruct it completely. It is SPECULATIONBDFGHJKMQRYV
WXYZ.

This method, however, requires that there be a considerable number of equivalents
in the secondary alphabet chosen for reconstructing the primary: and in a single message,
or in only a few short messages enciphered by the same alphabet but with different running-

keys. this 1s impossible.  For such cases, another method, more difficult, is given below:
MESSAGE.

* *
Key-text, INALM OSTEV ERYWO RKARE FOUND
Plain-text, RELIA BLEIN FORMA TIONS TATES
Cipher-text, AACOA PZWRX KCFWD XPDLV ODJAA

* *

K(‘)‘-l(‘xt. REPET ITION SOFSO MEOFT HECHI
Plain-text, THATD IPLOM ATICR ELATI ONSAR
('iph(‘l‘—l(‘xl. XPVWL NCOHN XIHRC EYDOU UARSA

Key-text, EFSTA TEMEN TSTHO UGHIN DIFFE
Plain-text, EABOU TTOBE SEVER EDONA CCOUN
Cipher-text, LQEIM HWOFA FVKPC XUUEO WDTGA

tSee Publication No. 15 of Riverbank Laboratories: A Method of Reconstructing the Primary Alphabet from a Single
One of the Series of Secondary Alphabets, 1917.
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Construct direct alphabets giving the cipher equivalents for the key letters E, T, O

and A.+

Ciphert | A B CDEFGHIJEKLMNOPQRSTUVWZXYZ
E| N M B F E H i S TUL
Key VT| P S TOUVD F I E R ’l’f‘fi“'
S R e M B F H ah \lt((-{\tl(-l‘s
Al M L O U N F H P S ‘

With the data thus secured, experimenting with two sliding strips of cross-section paper
follows: The first letter in the primary alphabet, M, and the method of enciphering, the
Vigenére, are found by the same method as above, the cases indicated by an asterisk placing
them under cases 1 and 5; accordingly M is set down on both strips in the first space.
It is important to remember that as each new letter is determined it must be set down

at once on both strips.

It may be stated that wherever in a secondary alphabet a normal sequence of two,
three or four cipher letters is above a normal sequence of plain-text equivalents, it usually
but not always indicates that these letters do not form a part of the key word in the
primary alphabet. For example, in the first of the series of secondary alphabets given
above, where E is the key letter, the sequence VWX of the cipher letters has for its
equivalent the sequence STU of the plain-text. This indicates that in the primary
alphabet both of the sequences STU and VWX are unbroken. Since these two sequences
are adjacent they can be combined and made into one sequence STUVWX. The fact
that L of the plain-text equals Y of the cipher indicates at once that both L and Y are
in the key word part of the primary alphabet, since it has been found that the sequence
VWX is unbroken, and if Y were not in the key word part, its plain-text equivalent
would have to be V and not L. Since Y is in the key word part, it is probable that Z
is not and we may therefore set down on our sliding strips the sequence STUVWXZ in

positions 20, 21, 22, 23, 24, 25, 26 as shown graphically:

1234567891011 1213 14 15 16 17 18 19 20 21 22 23 24 2526 1 23 4 567 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24
M STUVWXZM STUVW
M S TUVWXZ
1234567891011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

Now the key letter E secondary alphabet gives VWX as the cipher equivalents of
STU, respectively and E as the cipher equivalent of M. Now the position of M has been
determined: it is the first letter in the alphabet. Therefore, when STU are placed under
VWX. M should be under E. This means that E must go into the fourth position, and is
placed accordingly on both strips.  The table shows that cipher L is the equivalent of

plain-text E; the latter having just been fixed for position 4, the position of L is thus

+This table includes the values given by the reciprocal relations (sec page 30).
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indicated as number 7.  The table shows that cipher Y is the equivalent of plain-text L;

the latter having just been fixed for position 7, the position of Y is thus indicated as num-

ber 10.  The primary alphabet is then as follows:

123456780910111213 14 15 1617 18 1920 21222324 2526 1 2 3 456 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 35
M E L e STUVWXZM E I A STUVWX;
1Y E L Ye STUVWXZ
123456 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
It would be possible to secure further values from the E alphabet by assuming the
position of certain letters, and checking up the assumptions from the relations given, but
a surer way is to proceed to some other alphabet. The T secondary alphabet has many
values and the position of T is already fixed in the primary alphabet; therefore, this
alphabet 1s next exhausted for new values. From it. by the same process as above, the
following positions and values are secured:
1234567891011 1213 14 151617 181920212223 24 2526123 4 5 € 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 %%
MRS RIS @)Y DFH JK STUVWXZMI ER (0] Y BEEH K ST UVWX?
M | E R e ¥ DFHJK STUVWXZ
123 4 5 6 78910111213 14 15 16 17 18 19 20 21 22 23 24 25 26
The values given by the O secondary alphabet add the following letters to those already
determined:
12345678910111213 14 151617 181920212223 242526 1 2 3 4 5 6 7 89 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 %%
MUISSECRS 106 Y CDF H J K STUVWXZWM I E R [C @ W € B F H Jik S TUVWX2?
M | E-R L, fa] Y CDF HJK S TUVWXZ
123 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
The values given by the A secondary alphabet add the following letters:
12345678910111213 14151617 181920212223 242526 1 2 3 4 5 678 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 %55
MINERALO Y CBFHJKPSTUVWXZMINER BALG Y CDFHJKPQS T U V W
MINER AL O Y CDFHJKPQSTUVWX2Z
12345 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

The key word in the primary alphabet stands out very plainly now as MINERALOGY.
The rest of the primary alphabet may now be filled out and further checking may be done

directly with the cipher message itself.

(B) The running-text is not absolutely necessary to the recovery of the primary
alphabet.  Return to the five messages on page 31, and note that the cipher letter U
occurs most frequently as the cipher letter of plain-text letter E by key letter E. It
follows that in any column where E is enciphered by U, the key letter is E.  From this it
follows that two or more columns possessing a single combination of cipher letter and plain-
text letter in common are the results of encipherment by the same key letter, and the
cipher equivalents of plain-text letters may be compiled from all of these columns under
one secondary alphabet. It is clear then that the secondary alphabet E, given in con-
nection with these messages could have been compiled without a knowledge of the
running-key text. From there on the process of recovering the primary alphabet is followed

just as in the original example on page 32.
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In case only one message is at hand, the procedure is modified somewhat by the
assumption of additional key letters, such as T, O, A. Then the method given on pages 33
and 34 1s applied.

9. Solution of a series of messages when the running-key text is known; the plain-
text and the mixed alphabet unknown.

MESSAGES.

Key: THERE PRESE NTATI VESOF THETH REEGR EATPO WERSW ILLME ETDEC EMBER

1 — DLXFP BRQWL UVAIB UEYPX PCWLA RQJFT LTDPH YLDJT RXYCW JTPHB JMZGF
2 — LAWJW QHGSQ OEGFR FIWZU DPJAN RKWEN HTVAP RYPSU FGTMP QZVJF ETJMD
3 — DLQFM WSRWQ LLHQW MWCRU VHIMH GOEEF PTVYF LVRPW QPQNL PZVVF YMMQS
4 — KYIBQ ARJYW XHFIC EUOFN JRQMY GWJBK LTVNW GJPIW BJSWI IDCOU LSFLK
5 — LAWRI NJHYE UBONH IJELK LKOEP KVHVZ LSQIH GOHFJ PJYCW GHDJD JRSOG
6 — DLVBF VRQWL UDSVC WYWTF ZYPDM RJVNZ GOZPH YKEWN UUGEL UQMLD PNBHX
7 — LHAPO APNJE EHNFH CWUDQ QVYQX PNETK IEEAD TOKSC HYVBP WNVJF ESRXH
8 — LAWXW VTQRL KLIZH IWHEJ KYVSP JQYFG WRNSB RIPXC CVQIV HIPRB RISAG
9 — ZYOGE QPLUQ ZQNLC UQRRK IVPQM PHUFM YEKNO TQPGW PUIXJ VIDOW WYJPM
10 — LYOKO PJWXL ZMEDO WKZTW JMQQX LBQJB OGHHL NJYOZ DIVYQ YQIME NWNWF

All columns enciphered by the same key letter are encipherments by means of one
particular alphabet. For example, note the various columns enciphered by key letter E.
It is clear that plain-text letter E would be enciphered by the same cipher letter every
time it occurred in any of the key letter E columns. It follows, therefore, that a frequency
table of cipher letters combining all of the key letter E columns would be nothing but a
single mixed substitution alphabet. and given a sufficient number of such columns, the
frequency table would enable one to assign values to cipher letters on the basis of frequency
alone. From this it follows that a problem such as the above resolves itself into a series
of inter-related mixed alphabet problems (inter-related since they are all dependent upon
one primary alphabet). It is necessary therefore to make frequency tables for the most
frequently recurring key letter columns and then to attempt substitution of values on the
basis of such tables. Skeletons of words will manifest themselves in the cipher-text, and
it should be possible to decipher a sufficient amount to enable the decipherer to apply
the principles elucidated above for the recovery of a primary alphabet. Once this is done,
even partially, sufficient of the decipherment can be accomplished finally to reconstruct

completely the primary alphabet. The solution of the messages would then be at hand.
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Frequency tables are therefore made for thie key letters which show any repetitions,

such as E.

Key-letter

E.
A |
B

C

D

E W |l
P
G Il
H

I

J

K

L

M

N

0

P

Q

R

T. R, ete.

B

D
E

G
H

K
L
M

0
P
Q
R

W

o
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These tables follow:

Key-letter

I

Key-letter

R.

A

W

s

Key-letter

e

[Mi

A
B
C
D
E
0
G
H
|
J
K
L
M
N
0
P
Q
R

Key-letter
A.

A
B

D
E

G
18|

—

Key-letter

L.

I
Il

1]



Key-letter
P.

|11
|

=

@)

Key-letter Key-letter Key-letter Key-letter
W, ihe 0. S.

A A A
B B | B

I & C C |
D TS| D
E E | 195
i JAE F |

I G | G G |
H H || eS|
I 1 Is

| ] J J |
K K K

l L | PR | L
M M M

I N N N
0 G (6 P
B Pl B
Q | Q Q

I R R | R ||
S | S S

] ( ISE e T

| U | U U |
Al vV V

I W W | W W |
X | X X |

Il el Al

| Z Z | Z )

Rufus A. Long Digital Archive of Cryptology

Key-letter

M.

A
B
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Note particularly the frequency table for key letter A, which closely approximates
the normal. This leads to the assumption that the cipher letters here r sally represent
the plain-text letters, and that hence the key letter coincides with the first letter of the
primary alphabet, and the latter would therefore be A (see page 30). In any column
therefore in which key letter and cipher letter coincide, the plain-text letter may be written
at once as A. Also, the plain-text equivalents for key letter A columns are the cipher letters,

and hence two whole columns may be completely substituted at once.

The frequency table of the key letter E columns shows that W probably represents E.
Q probably represents T, and L probably represents O or N. The value of cipher letter

E is A, in accordance with the preceding paragraph.

The frequency table of the key letter T columns shows that D, L. or Q may represent
E. But in the preceding table it was found that f probably gives Q. wherefore, 7= should

4

Py

give Q (see page 30). Therefore Q 1s assumed to represent E. This leaves L or D for T.
The digraph LA occurs four times under the key letters TH and the trigraph LAW ocecurs
three times under the key letters THE. Since W has already been assumed to be E in
the E columns, LAW could very well represent THE, which makes L. equal T in the T

columns, and A equal H in the H columns.

The frequency table of the keyv letter R columns shows that P is very probably E.
| ) A Y )

~

N » — E ; 3 : J :
Now — equals P, therefore i equals P: hence in key letter E columns R is substituted for P.

In the key letter H columns, Y is evidently E; from this relation the value of Y in
the key letter E columns becomes H. (¥ Y; ]1(‘11('0%I Y).

In the eighth message, group 6, QY equals TH; in the G frequency table, F is good
for E: hence QYD is assumed to be THE. This gives F equals G in key letter E alphabet.

The results of all these steps are shown in the accompanying figure 2.

This is about as far as substitution from frequency tables alone will allow. Further
progress must be made by guessing words. In the sixth message, the sixth group begins
RJ equals AN. Referring to the frequency table of the key letter E columns it is seen that
V may well represent D.  Furthermore, in the sequence VW, which would probably be
unbroken in the primary alphabet, D would be likely to precede E. Note now that the
sequence VWXY equals DE-H, and that F has been found to equal G, and therefore X
could not equal G, and from this it follows that VIWXY would equal DEFH. This gives
the new value X equals F in the key letter E columns.

In the first message only a little imagination is necessary to guess that the first word
is INFORMATION given— —F l{—.\'l‘—(\)-~
L to equal IN, and for RQWLU to equal ATION, of which there 1s a repetition in the sixth

Moreover, the values fit very well for

message, in the same location.
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Furthermore, the word ending in ATION in the sixth message may now be completed,
since the following values are given:

DLVBFVRQWLU
IND G ATION

Obviously, the word is INDIGNATION.

The decipherment thus far has now produced sufficient values to warrant an attempt
at reconstructing the primary alphabet. Applying all the principles illustrated in the
preceding sections, a little experimenting will produce new values, which in turn enable
further progress in decipherment and recovery of the alphabet to be made. The mixed
alphabet is AGINCOURTBDEFHJKLMPQSVWXYZ. The deciphered messages read

as follows:

Key: THERE PRESE NTATI VESOF THETH REEGR EATPO WERSW ILLME ETDEC EMBER

1 — INFOR MATIO NHASR EACHE DMETH ATNEG OTIAT IONSF ORTHE NATIO NALLO
2 — THERE GULAT INGCO MMISS IONPL ACEDW ITHTH EHEAD DEPAR TMENT AMOUN
3 — INTOU CHWIT HTHES WEDIS HAMBA SSADO RTHUR SDAYA MINFO RMEDT HATTH
4 — REMIT TANCE SOFSI LVERM USTBE SENTT OTHEM ONETA RYCOM MISSI ONNOT
5 — THEAM ERICA NGOVE RNMEN TISNO TDISP OSEDT OSUPP LYTHE LOANU NLESS
6 — INDIG NATIO NISHI GHINA MERIC ANDIP LOMAT ICCIR CLESO VEROU RFAIL
7 — TAKES TEPSA TONCE BEFOR ETHED EPART MENTO FSTAT ETOPR EVENT ANYFU
8 — THELE NGTHO FTIME REQUI REDFO RTHES ERVIC EMENT IONED ISTWO WEEKS
9 — MESSA GEOFT WENTI ETHIN STREC EIVED HEREA FTERA LLFUN DSASP ERORD
10 — TESTS ARENO WBEIN GCOND UCTED BYTHI SGOVE RNMEN TFORT HEPUR POSEO

(10)  Solution of a series of messages with no knowledge of key, alphabets, or text.

All of the preceding principles have been elucidated step by step to prepare the way

for the solution of a series of messages without the possession of any information whatsover.

In the section immediately preceding, the only knowledge possessed by the decipherer
was that concerning the running-key. The advantage of possessing this information was
that it enabled the decipherer to compile his frequency tables with the assurance that he
was combining columns of cipher letters enciphered by the same alphabet. The next step
is to find principles which will enable him to combine the correct columns of cipher letters
without a knowledge of the key letters. Frequency tables of columns enciphered by the
same key will tend to resemble each other in the distribution of cipher letters. Then, if

individual frequency tables of the successive columns of cipher letters are made, a careful
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comparison of them will show that certain tables resemble certain others to such an extent
that they may be assumed to have been enciphered by the same key-letter. When two, three,
or four single frequency tables are combined, the high letters E, T, O and A may be found,
and these values substituted throughout the messages in the columns concerned. Or it
may be possible to compile the frequency tables applying to two or three different key
letters, in which case adjoining columns will aid in corroborating the assumed values.
Consider, for example, the single frequency tables applying to columns three, five, eight
and ten in the problem given in the preceding section, made in the following form. for

compactness and easy comparison.

Col.3. X W Q@ I Vv A O Col.5. P W M Q I F 0 E
] | [ I

Cel.8. 0 & R J H N L W Col L0 L Q W E
|| U1 I
Note that the high letters stand out and make even these fragmentary tables resemble

each other. These of course were enciphered by the same key letter, E.

It is necessary then, to compare carefully all the frequency tables applying to all the

columns of a series of messages, and to combine those which are similar.

The precedure from that point is exactly the same as in the section explained above.
It will necessitate considerable more experimenting, but given time, the solution of a series
of messages enciphered by the same running-key may be accomplished without knowledge

of key, text or alphabets.

(11) It is clear that in a single message involving a multiple alphabet system of say
five alphabets, the successive groups of five letters may be regarded as a series of messages
in the same running-key, each message but five letters in length, the first message joining
in sense with the second, the second with the third, etec. Hence the solution of such a mes-
sage where a Vigénére Table, or the U. S. Army Disk has been used, or where the Primary
Alphabet is known, may be solved by means of the Poly-Alphabet without the compilation
of any frequency tables whatever. Suppose that the process of “factoring’” has shown the
message to involve five alphabets. The first ten cipher letters of the first alphabet are
“set” on a Poly-Alphabet. The plain-text equivalents of the high-frequency generatrix of
the first alphabet letters are to be joined to the plain-text equivalents of the high-frequency
generatrix of the second alphabet letters, ete., the procedure is the same as that in the
case of the solution of a series of messages in the same running-key. The key letters are

sought and the entire message may then be solved.

41

Rufus A. Long Digital Archive of Cryptology



SUMMARY AND CONCLUSIONS.

In the preceding pages 1t has been shown that:

(1)  The Running-Key Cipher used in connection with any known alphabet or system of

alphabets is solvable;

(2) A series of messages in the same key, when the alphabet employed is known may

actually be deciphered in less time than it took to encipher the individual messages;

(3)  An unknown alphabet may be recovered or reconstructed from a message or a series

of messages which carry their decipherment with them;

(4) A series of messages in an unknown alphabet may be deciphered if the running-key

i1s known:

(5) A series of messages may be deciphered in time with no knowledge of the running-

key or the alphabets used.

Since among military, naval and diplomatic officers it is the generally accepted assump-
tion that the enemy is in possession of a new cipher system or a new code-book at the moment
of or very soon after its inception, the last sections, dealing with those cases where the
alphabets used are unknown, may be disregarded. Since, further, the most that may be
expected of a field cipher for army use is that it should offer to the decipherment by an
interceptor obstacles sufficient to enable the intended recipient to carry out such orders or
directions as are contained within the dispatches, it would seem that the safest plan in
connection with a Running-Key Cipher is to use only mixed alphabets, which are made up
not with the use of a key word, but are made absolutely according to the laws of chance,
either by the use of a deck of cards or by random drawing from a box, and which, further,
are changed very frequently. There 1s no doubt but that the Running-Key Cipher is simple
and rapid and in these two respects meets the requirements of a cipher for field use. If the
precautions outlined above are taken, they would add to these two features the third and

most valuable one, namely, safety.
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AN INTRODUCTION TO METHODS FOR THE
SOLUTION OF CIPHERS

ON THE FLEXIBILITY OF MIND NECESSARY IN CIPHER WORK

Deciphering is both a science and an art. It is a science because certain definite laws
and principles have been established which pertain to it it is also an art because of the large
part played in it by imagination, skill, and experience. Yet it may be said that in no other
science are the rules and principles so little followed and so often broken; and in no other
art is the part played by reasoning and logic so great. In no other science, not even
excepting the science of language itself, grammar, does that statement, “The exception
proves the rule,” apply so aptly. Indeed it may be said, and still be within the limits of

the truth, that in deciphering, “The rule is the exception.”

The reason for this is not hard to see. If one is dealing with a problem in physics,
for example, a problem dealing with the temperature, pressure, and volume of a gas, the
solution of the problem may be attained directly and with almost absolute accuracy,
because the underlying laws are invariable and unchanging in their application. Because
of this, the problem resolves itself into a problem in mathematics. From the very nature
of mathematics, the results are absolutely predetermined. The data having been given,
the solution is reached by a series of definite and unerring steps, subject to no modification
whatever, because the results, being dependent upon nothing but the data, are fixed from
the start. Each step follows mevitably from the preceding. No imagination is at all
necessary; no assumptions need be made, which may prove to be untenable and therefore

must be rejected and replaced by others.

Contrast this situation, on the other hand, with that which confronts the decipherer
at the very beginning of his attempts to solve a problem. Many times the cipher carries
with it not even so much as an indication of the particular language in which it is written.
Granted, however, that he knows the language, the foundations of any language are so un-
stable, so variable, and so uncertain, that no absolutely fixed laws can be made to hold.
This does not refer to the innumerable variations in inflection, conjugation, etc., with
which every language has to contend, but refers particularly to the very roots from which
a language springs—the elementary sounds, the elementary syllables, and the words,
phrases, and sentences. There is no rule, and there can be no rule, to determine the
sequence of sounds—there can be no law which says that sound “ay,” for example, must
always be followed by sound “em,” or any other sound. There can be no rule which

determines how many letters shall compose a syllable, how many syllables shall constitute
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a word; nor what words shall follow any given word. Indeed, the characteristics which
distinguish a good writer or speaker from a poor one, are exactly those which are concerned
with the flexibility with which the former employs and manipulates the words, phrases, and
sentences. A single idea may be expressed in a multiplicity of ways, all differing markedly
from each other. Furthermore, the nature of the text as a whole varies. For example,
scientific text differs materially from literary text or military text.

All such conditions affect the raw material with which the decipherer must work—the
letters themselves. Therefore, only the most generalized rules can ever apply to deciphering
operations; and there can be only a few guiding principles, which the decipherer should
always be ready to modify. The most important generalizations, for instance, are those
which have been derived from what are known as frequency tables, which will be discussed
in detail later. Briefly, a frequency table is a systematized count of the individual letters
which make up text passages in any language. For the present, let us simply consider three
of the generalizations which follow from these frequency tables for English. According to
them, the single letter E, the pair of letters TH, and the group of letters THE are the most
frequent. This does not mean that in every piece of text, no matter what length, E will
be invariably the most frequent single letter, TH the most frequent pair of letters, or THE
the most frequent group of three letters. But it is in endeavoring to apply these general-
ized principles to the special conditions of the particular problem in hand, that the
decipherer makes the assumptions upon which his work rests. If the special conditions of
the problem approximate or conform closely to the generalized principles, the solution readily
follows. But this is rarely the case, and he 1s forced to modify, not only his assumptions,
but also his methods, and even to discard some of them. It is the facility and ease with
which a decipherer is able to modify his methods and discard his assumptions, which differ-
entiates the good decipherer from the poor one. Deciphering is not a process for a
“one-cylinder mind.”

Likewise the part played by imagination and intuition can hardly be overestimated.
The knowledge of the circumstances surrounding the interception of a message, of the cor-
respondents, ete., furnishes a wide field for the exercise of the intuitive powers; and a shrewd
“guess” will often result in more progress than a whole day’s painstaking labor. This
faculty, so essential in deciphering, can be developed and trained. The exercise of the
imaginative powers by attempting to assume whole words, given only two or three letters
and their positions, will result in the stimulation of all the faculties concerned in the expres-
sion of ideas, will thus enlarge the decipherer’s vocabulary, and otherwise arouse those
qualities of mind which are peculiarly needed in cipher work.

Persistency is absolutely necessary for deciphering. Results are often secured only
after seemingly endless experiment, and concentrated effort. It may be said that even

after one has a thorough grasp of the underlying principles, patience and perseverance are

4
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the key-notes to success. Yet, too long application soon results in mental exhaustion, and in
such a condition little progress can be made.  The decipherer will actually save time by ceasing
from his labors and attacking the problem afresh later. A few minutes of work by a rested and

clear mind is worth as many hours by a brain which is dull from fatigue.

To summarize then, the qualities upon which success depends in deciphering are inter-
related—reasoning from laws must be balanced with facility in modifying those laws:;
imagination must go hand in hand with discretion; and intuition can never wholly take the
place of concentration and perseverance. Finally, let it not be forgotten that many
times the greatest ally the mind has is that indefinable, intangible something,
which we would forever pursue if we could—luck.

2
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SOME SUGGESTIONS

Standardization of the details of operation in any work is essential if confusion and its
consequent loss of time and labor are to be avoided. If a definite method of procedure
is adopted and followed consistently, after a time it becomes a habit, and skill and accuracy
in using it become second nature.

As a result of considerable experience, not only in the instruction of cipher operators,
but also in the successful application of deciphering principles to unknown ciphers, the
Department of Ciphers of Riverbank Laboratories has adopted a series of standard methods,
close adherence to which, it is believed, will expedite the work materially.

1. PAPER

Do not crowd any work, but at the same time avoid wasting paper. Work sheets
SHOULD NOT BE DESTROYED. They form a necessary part of the record pertaining
to the solution of the problem. No work is too insignificant to discard, therefore it should be

done well from the start. Cross-section paper, with squares 14 inch in size, is indispensable.
2. PENCIL

A soft lead peneil should be used in order to permit of erasure. It will be found
necessary to use the eraser quite as much as the peneil.
3. WRITING

The process of enciphering and deciphering 1s by no means a ONE-MAN-JOB.
Handwriting will have to be read by others. It should be legible and clear. In ordinary
writing, a doubtful letter 1s supplied, or an incorrect one is corrected, from the context;
but in cipher writing a single error or questionable letter may throw the writer himself
off the track, as well as those who may have to go over his work later. Seript letters are
rarely used in cipher work. All letters should be “printed™; that is, Roman capitals should
be used exclusively.

The following forms of Roman capital letters, and Arabic numerals have been adopted
as standard. In a very short time speed and nicety in their use may be achieved. Lower

case, or small letters, should never be used in cipher work.

ABCDEFGHIJKLMNOPQRSTUVWXYZ
1234507890

4. SLUGGING
This is the printer’s term for the placing upon a piece of work a number which accom-

panies it until it is completely finished and disposed of in the files. Without it chaos
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inevitably results, as papers become disarranged, mixed, and lost very easily. Recovery
of a lost paper, or the sorting out of mixed sheets is impossible unless a number is put in
a conspicuous place upon each and every sheet. All problems, whether practice problems
or real ciphers, can and should bear their individual numbers.  If every new sheet used on
a particular problem is slugged before any other marks are made on it much trouble will
be saved. The best place is the upper left-hand corner, using large size Arabic numerals
of the style given in Section 3. Placing a heavy cirele around it will hielp make it conspicuous.

5. ERRORS

Cipher messages pass through at least three different operations:

(1) Encipherment

(2) Transmission

(3) Decipherment
In all of these operations the message passes through many hands: each operator concerned
1s liable to error; each error causes confusion. Due allowance should be made for errors
in the work entered upon. An otherwise good assumption should never be rejected because
in a single case an impossible combination results.  Furthermore, time is wasted which 1s
spent trying to correct an evident error which will in all probability straighten itself out
later, when most of the message has been deciphered.  All errors found in cipher text should

be indicated in some manner. Thus:

A. Wrong letter.

XTVCB If in a given alphabet cipher V=R, and the plain-text
THERE letter must be E, then write the correct letter, E, and under-

line it, or use a colored pencil.

N X B. Wrong alphabet.
5938 £3980 I s s ot
‘esorted to order to pro e > correct letters, indicate
THEWR |1 TERS

same by placing the numbers above the cipher letters show-

ing which alphabet is necessary to produce the correct letter.

6. APPARATUS

The apparatus necessary for expeditious cipher work varies in amount. Such articles
as typewriters, dictionaries, and maps are always indispensable.  Rapidity in operations
will be increased by devices which will eliminate as much hand work as possible.  For
this purpose wooden strips about 14 inches long, 15 inch wide and 14 inch thick, upon which
paper may be mounted for the purpose of making sliding alphabets, will be found very
useful. A rubber stamp containing the letters of the alphabet is also a convenience in
the preparation of frequency tables, or, if the stamp is made with movable letters, straight
or mixed alphabets may be made at will. A great amount of helpful apparatus 1s, of course,

7
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desirable, the preparation of which is dependent only on the ingenuity and personal

inclination of the operator.

7. COOPERATION

It will be found that a single operator working alone is able to accomplish very little.
A group of two operators, working harmoniously as a unit, can accomplish more than
four operators working singly. Different minds, centered on the same problem, will
supplement and check each other; errors will be found quickly; interchange of ideas will
bring results rapidly. In short, two minds, “with but a single thought,” bring to bear
upon a given subject that concentration of effort and facility of treatment which is not

possible for one mind alone.

8. WORD-EQUIVALENTS FOR LETTERS

When pronounced individually, the letters of the alphabet are so easily mistaken and
confused, that i cipher work it is essential to use arbitrary words in “calling oft” letters.
The equivalents which have been adopted by the U. S. Army have been found to be very

satisfactory and are given herewith:

A—Able N—Nan
B—Boy O—Opal
C—Cast P—Pup
D—Dock Q- Quack
E—Easy R-—Rush

F—Fox

G—George

S—Sail

T TFare

H-—Have U—Umt
[—Item V—Vice
J—dJig W-—Watch

K—King X—X-ray
IL.—Love Y—Yoke

M—DMike 7—7ed
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PRELIMINARY DEFINITIONS

Cryptology is that branch of knowledge which deals with the origin, development,
and methods of all forms of secret communication.

Cryptography is that branch of cryptology which deals with the methods of secret
writing.

A cipher, taken in a broad sense, is the name applied to any system of eryptography
which involves the concealment (in a cryptographic sense) of the individual letters of
a message.

The operation of thus concealing the letters of a message is called enciphering. The
operation of translating or finding the secret meaning of such a message, whether done by
means of the key or not, is called deciphering.

A code is the name applied to a specialized system of eryptography which involves
the use of a book or a document, identical copies of which are in possession of the corres-
pondents. Code books in general are of two kinds: (1) dictionaries, which consist merely
of the most important words of a language arranged in alphabetical order, the words being
accompanied by numbers usually in sequence; (2) repertoires, which consist not only of
words, but also of phrases and sentences arranged in some arbitrary manner. and accom-
panied by arbitrary designations, either numbers, letters, or words. The latter type of code
book is used at present much more frequently than the former.

The operations which apply to this system are called encoding and decoding.

When the code designations of the encoded words of a message are afterwards enci-
phered, the result is called enciphered code. For example: If the code word for the
phrase “By order of the Commander-in-Chief” is POBAL, and if this code word is then

enciphered on some system into the form CITAX, the latter word is then enciphered code.
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OF THE HISTORY, USES. AND KINDS OF CIPHERS

Ciphers are as old as history—indeed history is full of instances of the conveyance
of messages from one person to another by means of signs, symbols, gestures, and various
contrivances. One of the stories related by a sixteenth century cryptographer® is of a
cipher placed on the tomb of Semiramis, 1200 B. C. The cryptogram was deciphered

the decipherer’s pains being rewarded with the salutation, “0, poor,

some 700 years later
miserable slave of deciphering that thou art; from this time on occupy thyself with more

fruitful things than to spend time thus uselessly!”

The first military cipher device known to history was the Scytale, or round-ciphered
staft, originated by the Lacedaemonians, and used extensively in Cicero’s time. It has
been asserted that Cicero himself wrote a treatise on ciphers, but no trace of this is found
to exist. Cicero’s servant, Tyro, is known to have recorded a number of ciphers which he
asserted were used by his master. The generals of ancient times had endless methods of
transferring information, such as shaving the head of a slave and writing thereon, then
holding the slave until the hair grew, whereupon the messenger departed, to be shaved again
when he had reached his destination, for the message to be read. Writing upon the back
of the slave with a fluid, such as the juice of certain fruits, which became visible upon
application of certain salts, was likewise a common practice. Thus the modern and highly-

specialized mvisible inks arose from the ancient use of fruit juices for the same purpose.

In the same way the modern straight alphabet ciphers can be traced directly to
their forerunner, the cipher used by Julius Caesar: the use of B for A, C for B, D for C,
and so forth. Other devices used in past centuries were the famous string cipher, the
use of torches, musical notes, and many others too numerous to mention.

By the time printing had been put into use, ciphers had attracted so great a number
of devotees, that throughout the sixteenth and seventeenth centuries there was an almost
all

under different and very impressive names, such as Steganology, Steganography, Polyg-

constant stream of books issued dealing with the various branches of ecryptology

raphy, Cryptomenytices, Scotography. and Synthemology or Semaeology. All of the
works are interesting and curious, some of them contain valuable information. The first
man to write of ciphers, and who is sometimes called ““the father of ciphers,” was Trithemius,
abbot of Spanheim and Wuerzburg, whose book “Chronologica Mystica,” a work of
great magnitude, was published in 1516. All copies of this were later burned, because of
the accusation that the book dealt with witcheraft. The manuseript remained in the
monastery, however, and translations and reprints were made from this later. Gabriel de

*Blaise de Vigenére, in Traicte des Chiffres. Paris, 1587,

10
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Collanges (Paris, 1561) and Gustavus Selenus (1624) were two writers who drew their
material chiefly from Trithemius. Other well known writers on this subject in the sixteenth
and seventeenth centuries, were John Baptist Porta (1561), Vigenére (1587), Bishop John
Wilkins (1640), Falconer (1685) and innumerable others, all of more or less importance.
In fact, in the latter part of the sixteenth century it was considered a necessary part of a
man’s education to become versed in ciphers.®

Since that time ciphers have increased in value and importance, scope and complexity
To those old writers of cipher, whose naiveté is so great a source of interest and even
amusement to us today, the modern cipher which often uses scores of complex alphabets
in the same message would seem as much like witcheraft as their simpler systems seemed
to the people before them. Yet the complex systems of today are but a development of
the older, simpler methods. Indeed, it may be said that almost every system of cipher
known today can be traced to its forerunner of three centuries or longer ago.

At the present time ciphers and codes are used in almost every form of correspondence,
both private and governmental. Commercial codes are as common as business itself.
Newspaper correspondence is at times done in cipher.  Criminals write and speak in cipher
and code. Authorities have never been able to break up the “underground”™ means of
communication in prisons by which “breaks™ have been planned, and the “latest gossip™

spread, without a spoken word.

Governmental ciphers may be spoken of as including diplomatic and military ciphers.
Diplomatic ciphers are in use mostly by a few of the smaller nations. Although usually
of good construction, on account of the carelessness of clerks whose almost total ignorance
of ciphers in general makes consequent errors in judgment, these ciphers are often unsafe.
To quote Bacon: “But in regards to the rawness and unskilfulness of the hands through
which they pass, the greatest matters are many times carried in the weakest ciphers.”
The same 1is still true today.

Most of the large governments use enciphered code for diplomatic and naval com-
munication. but inasmuch as it is the generally agreed upon assumption on the part of
diplomatic and military officers that a new code book or a new cipher system is in possession
of the enemy or of foreign governments at the moment of, or very soon after its inception,
enciphered code becomes cipher only, so far as the decipherer is concerned.

The importance and value of military ciphers cannot be overestimated. Interception
of such messages is no longer dependent upon the capture of messengers only. The use
of radio, telegraph, buzzer, telephone, semaphore, heliograph, and klaxon systems of
communication in the field all offer much greater opportunities for the interception of
messages. All large governments must have a corps of decipherers to handle mtercepted

messages.

*For a (-(;mplvt(- bibliography of works on cipher see Part I of Riverbank Publication No. 18, “Synoptic Tables for the
Analysis of Ciphers.” (In press.)
11
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THE REQUIREMENTS OF A MILITARY CIPHER FOR FIELD USE

The requirements of a military cipher for field use have been laid down by Kerckhofts,*
but they are only such as a knowledge of deciphering would give.

1. The system should be materially, if not mathematically, indecipherable. Edgar Allan
Poe has said: “Yet it may be roundly asserted that human ingenuity cannot concoct a
cipher which human ingenuity cannot resolve.” This may or may not be true, but it is
certainly true that no one has yet invented a mathematically indecipherable system which
is practical. Hence, for our purposes we may consider no system in use today as inde-
cipherable. The most that can be expected of a cipher adapted to field use is that it shall
offer to the interceptor sufficient obstacles in the way of decipherment to enable the orders
or directions contained therein to be executed. The highest degree of perfection as regards
this requirement would be a cipher system, the details of the operation and the alphabets
of which would be known to the enemy, but without the key a single message or even a
series of messages would be absolutely indecipherable to the enemy for all time. Of course
it is impossible to attain such a degree of perfection: so that we must modify this requirement
by assuming the enemy to be in possession of everything pertaining to the cipher system,
including the alphabets, but that a single message or even a series of messages should resist
his efforts towards solution for a sufficient length of time to enable the orders or directions
contained therein to be executed.

Q. [t should cause no inconvenience if the apparatus and methods fall into the hands of
the enemy. A perfect cipher system would be one which would require nothing but pencil
and paper.  Apparatus is always subject to capture or derangement.  Many cipher
machines have been devised. But machines operate upon mechanical principles; it must
be assumed, therefore, that if the enemy obtains possession of one of the machines he can
find out the details of its operation. Furthermore, a seemingly complicated machine cipher
may often be solved by the use of sliding strips of paper, even without a knowledge of
the alphabets employed. But since it must be assumed that the enemy is in possession
of the machine or the alphabets, since the systems employing machines possess no advan-
tages., so far as secrecy is concerned, over systems not requiring them, and since they entail
serious disadvantages, the use of machines is rather infrequent. The statement that many
cipher machines have been invented, but very few are in use, quite covers this phase.
Their only real advantage 1s that they usually are made in connection with a typewriter
keyvboard, so that speed in enciphering and deciphering is possible.

3. The key should be such that it could be communicated and remembered without the
necessity of written notes and should be changeable at the will of the correspondents. These
two requirements are of considerable importance. The capture of men with keys upon
their persons, or the capture of positions housing the communication quarters is dangerous.

*Kerckhoffs, A.  La Cryptographie Militaire, Paris. 1883. Quoted by Hitt, Manual for the Solution of Military Ciphers, 1916.
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Frequent change of key is about the most important safeguard to any field system; hence
this should be made easy.
m . . . . .

4. The system should be applicable to telegraphic correspondence. This is obvious
today, where nearly all communication takes the form of Morse signals.

5. The apparatus should be easily carried and a single person should be able to operate it.
This is certainly a requisite in the case of a field cipher.

6. Finally, in view of the circumstances under which it must be used, the system should
be an easy one to operate, demanding neither mental strain nor knowledge of a long series of
. [l ERS e s M > . 5 s 3 2
rules.  'This requirement is of the utmost importance. “Tt should be so simple that the
thickest ‘leftenant’ in the army can use it,” a British officer has said. The more simple,
the less chance of errors in enciphering and deciphering.

Hitt says: ““A brief consideration of these six conditions must lead to the conclusion
that there is no perfect military cipher.” Some of these requirements must be sacrificed in
order to meet the most important ones.

In connection with the innumerable attempts on the part of the average person to
devise new ciphers, it might be said, “There is nothing new under the sun.” The information
concerning ciphers that is possessed by the average layman is so meager that it has led
an eminent cryptographer to say that a school boy might unknowingly invent a cipher which
would resist the efforts of an expert for months, whereas only the actual solution of a cipher
devised by a most capable business or professional man would convince the inventor that
the claims of indecipherability for his system were unfounded. Edgar Allan Poe’s experience
in this country is of interest in this connection. (See Poe’s Works, Vol. 11, p. 490-505.)

Since we are dealing now with military ciphers only, we come at this pomt to the
kinds of ciphers.

Ciphers in general may be divided into two great classes: (1) SUBSTITUTION
and (2) TRANSPOSITION.

(1) Any message in which one or more letters, numerals, signs, or combinations of
these three have been substituted in accordance with a definite system, usually some “key,”
for the original letters of the plain-text, constitutes a substitution cipher.

(2) Any message, the letters, words, or sentences of the original text of which have
been rearranged according to some definite system, constitutes a transposition cipher.

In addition to these two main classes there is the Playfair cipher, which 1s a variety
of substitution cipher, to be discussed later, and the combination of substitution and
transposition ciphers, in which the original text is transformed first into a substitution
cipher, after which the latter is transformed into a transposition cipher, or vice versa.

After the student has secured a thorough grasp upon the principles underlying the solu-
tion of the simpler varieties of substitution ciphers and has thus come to an understanding
of the mechanics of a written language, he will be in a better position to comprehend the
principles upon which the solution of transposition ciphers are based. We will therefore
proceed at once to the methods of solving substitution ciphers.
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OF THE FREQUENCY OF LETTERS AND ITS BEARING
ON SUBSTITUTION CIPHERS

The following message is an ordinary passage of English text such as may be found

in any periodical, newspaper, or book:
MESSAGE

“Men would be unlikely to render themselves liable to the penalties of the law if they
knew that wherever they might flee their identity could not fail to be discovered. A sure
means of identification would not only have the effect of deterring from crime in general
but would evidently nullify all attempts of whatever kind at a substitution of persons.
No impersonations of a pensioner, or a missing heir, or a business man could ever hope to
be successful.”

If the letters composing the words of this message (or of any message of similar nature
and length) are distributed into what is known as a GRAPHIC FREQUENCY TABLE,
shown in Fig. 1, which is nothing else than a short and systematic way of making a count

of all the different letters in this message, it will be found that:

Fig. 1.

L] LA
Hl |
f
| LT M LT L

1|
L1

LAT AT AT LK LD Lt LT

< M1 AT

L] L

WU
\
|
{

1
|
f
|
|
4
|

¥
L

1111
[l

A BCDET FGHTIIJK

i VWX Z

(1) The letters all vary greatly in the frequency of their use, some being used many

Rl

MNOZPAQR

=W
w2

more times than others. This results in the production of a series of ““crests and troughs,”
the spatial relations and linear dimensions (frequencies) of which are definitely fixed.
By their spatial relations is meant their positions with reference to each other only, i. e.,
the number of intervals separating any one crest or trough from another.

(2)  Opposite the letter A, there is a crest, or a point of high frequency.

(3) Passing over three intervals after A, there is another crest, representing the letter
E, which is the point of highest frequency and determines the highest crest in the table.

14
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(4) Passing over two intervals after E, there are two smaller crests, adjacent to
each other, representing the letters H and L.

(5) Passing over four intervals after I, there are two more crests, adjacent to each
other, representing N and O.

(6) Passing over two intervals after O, there is a sequence of three crests, representing
R; 8, and T.

(7)  The order of frequency of the letters composing this piece of text is as follows:
E.T,0, 1L, N, (5, L), (A, R), F; (H,U), D, M, C, (B, V, W, Y), P, G, K.

Now these characteristics approximate to a fair degree the characteristic or cardinal
features of a normal frequency table* made from a total of 25,000 letters, which is shown
in Fig. 2. The order of frequency of the letters composing this table is as follows: E, T,
A,OON, LS, H,R,D,L,C,U,F, M, P, W, G, Y,B, V, K, X, Q,J, Z. The greater the
number of letters in any particular portion of text, the more closely will the frequency table

applying to it approximate the normal.
Fig. 2.

N<KX=<dHnWoWoZErRyHIQHEEHUOQW P

L

Now the relative positions and the frequency of the crests and troughs of the table
shown in Fig. 2 would have been absolutely unchanged had the tabulation begun with,
say R, instead of A, as the chart in Fig. 3 shows. Compare this chart with that in Fig. 2,

noting the relative positions and length of the lines.

*See page 41.
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Fig. 3.

OYOZREEPERYHIQEEHUOUQWPNKXK=Edan ™

No matter with which letter of the alphabet the tabulation had been begun, these lines
would have maintained their relative positions with respect to each other and the length
of each line would have remained unchanged. In other words, the spatial arrangements
and the relative frequencies of the crests and troughs are the results of certain internal
relations in the English alphabet, as will be pointed out later. It should be clear, therefore,
that the sequence of letters in the ordinary alphabet may be regarded as a continuous,
cyclic arrangement of letters, and that no matter where the tabulation begins, the spatial
and frequency relations of the crests and troughs remain unchanged. Fig. 4 gives a clear

idea of what is meant.

15

Rufus A. Long Digital Archive of Cryptology



=
4

I

1. 4.

Now suppose the message given on page 14 is written by means of an alphabet which
has been shifted, say nine spaces forward; that is, for the letter A, the letter J, which is
the ninth from A, is written; instead of B, the letter K, which is the ninth letter from B,
is written, etc., in accordance with the diagram of alphabets shown below:

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFGHIJKLMNOPQRSTUVWXYZ
ABCDEFGHIJKLMNOPQRSTUVWXYZ

Here is the message in a form which now constitutes a substitution cipher of the simplest
and: - MESSAGE*
VNWFX DUMKN DWURT NUHCX ANWMN ACQNV
BNUEN BURJK UNCXC QNYNW JUCRN BX0CQ
NUJFR OCQNH TWNFC QJCFQ NANEN ACQNH
VRPQC OUNNC QNRAR MNWCR CHLXD UMWXC
OJRUC XKNMR BLXEN ANMJ B DANVN JWBXO
RMNWC RORLJ CRXWF XDUMW XCXWU HQJEN
CQNNO ONLCX OMNCN AARWP O0AXVL ARVNR
WPNWN AJUKD CFXDU MNERM NWCUH WDUUR
OHJUU JCCNV YCBXO FQJCN ENATR WMJCJ
BDKBC RCDCR XWXO0Y NABXW BWXRV YNABX
WJCRX WBXOJ YNWBR XWNAX AJVRB BRWPQ
NRAXA JKDBR WNBBV JWLXD UMNEN AQXYN
CXKNB DLLNB BODU
If a graphic frequency table of this cipher message is now made, it will be found that
crests and troughs are still present, and moreover, that their relative positions and frequencies
have not been changed in the slightest particular, as comparison with Fig. 1 shows.

*(ipher messages are usually sent in groups ('Il]llilillil.l;_! a definite numlu»'r ul: Iv-l}vr» or figures (usually h_\'l- or ten) to 1::1"‘1'}41'””]‘):
in order (1) to prevent the would-be decipherer from securing clues from the indications of word lengths which wonld be furnished if
the message were not divided up in this manner: (2) to reduce to a minimum the errors in telegraphic transmission; and (3) to secure

the highest degree of economy in transmission. L
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Fig. 5. Fig. 1.
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For example, the frequency of E in Fig. 1 was 54; at an interval of three spaces before E
there is another crest representing A, the frequency of which is 20; on the other side of
E, after an interval of two spaces, comes a sequence of two crests, H and I, with frequencies
of 14 and 29 respectively. Compare these with their homologous crests and troughs in
Fig. 5. The letter N marks the highest crest in the table. Its frequency is 54. Skipping
four spaces before N there is another crest, with a frequency of 20; on the other side of N,
skipping two intervals comes a sequence of two crests with frequencies of 14 and 29 respect-
ively. In short, the spatial relations of the crests and the troughs in Fig. 5 seem to be
exactly the same as those of the frequency table in Fig. 1 which applied to ordinary plain
text. This would indicate, without a knowledge of how the enciphering was done. that
cipher letter J represents plain-text letter A, K represents B, ete.; in other words, the

cipher alphabet begins with J as A, and all the remaining letters follow as in the ordinary
18
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alphabet. If, therefore, opposite cipher letter J, the assumed plain-text equivalent A is
written, followed by the remaining letters of the alphabet, not only does the whole sequence
of assumed plain-text equivalents fit the requirements of the graphic table as regards
frequency and spatial relations as found in a normal frequency table for English, but what
is more important, if these values are substituted in the cipher text, the words of the
plain text immediately appear. Thus:

VNWFX DUMKN DWURT NUHCX ANWMN A

MENWO ULDBE UNLIK ELYTO RENDE R
It becomes clear, therefore, that the fact that in this example, the cipher letter N represented
plain-text letter E, cipher letter J represented plain-text letter A, etc., had absolutely no
effect upon the spatial and frequency relations of the crests and troughs in the graphic table.
If A had been represented, for example, by R, B by S, C by T, D by U and E by V, ete.,
the spatial and frequency relations of the crests and troughs would have been exactly
the same. The letter V in this case would have marked the highest crest in the table because
it would have represented the plain-text letter . This leads to the conclusion that the
characteristic of being the most frequently used letter in the English language belongs
to the letter E, not because of any special quality or peculiarity inherent in the letter
E itself, but because it is the symbol which has been adopted by convention to represent
the most frequently wused sound in the English language; any other symbol which will
convey the same idea, namely, sound “ee,” will serve just as well. This applies not only

to the letter E but also to all the other letters in the language.

To explain: If we had been taught that the sounds represented by the symbols E,
I and P were, instead, represented by the symbols 4+.* and 8, respectively, the word PIE
would be written 8 ¥ + and the latter would be perfectly intelligible to us. Or, if the sounds
represented by our letters A, B, €, D, ete., were taught to us to be represented instead
by the symbols V, K, L, X, ete., we would still read the latter as “ay,” “bee,” “cee,” “dee,”
ete.. and the combination LVK would be pronounced “CAB™ and would convey the same
idea to us as the latter combination does now: for the combination of sounds indicated by
CAB has been established by convention to represent a certain definite object, viz., a vehicle,
or a means of transportation. The spoken words of a language, therefore, may be regarded
as combinations resulting from the juxtaposition of definite sounds, which combinations
ages of usage have fixed as the representatives of certain objects or ideas: and the written
words of a language, therefore, may be regarded as combinations resulting from the juxta-
position of definite symbols, which ages of usage have fixed as the representatives of these

definite sounds. For example, the juxtaposition of the symbols PIE “spells™ to us—that

TEEE) L]

is. calls to our minds—the sounds “pee,” " and “‘ee.
the result of our previous experience, conveys to our minds, with various resultant sensations,

This combination of sounds, as

a very definite object. Now if we should use the symbols immediately following these

19
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in the regular sequence of symbols in our alphabet, viz., QJF, the combination of sounds

alled for is perhaps not as easily pronounced but looks altogether strange, because, as we

ordinarily say, there is no such word in the language—meaning that usage has not established
that sequence of sounds as representing a thing or an idea in English. The necessity for
the alphabet now becomes clear; for it becomes essential to fix definitely the sequence of
symbols and the sequence of sounds so that when two individuals desire to communicate, that
1s, to convey to each other the combinations of sounds necessary for the production of
intelligible words, they should understand what sounds are called for by the symbols

indicated. It should be clear now why written language 1s absolutely dependent upon

this basic principle—the alphabet—which is seen to be really double in nature, involving

two separate but coinciding sequences, one of sounds and the other of symbols.

It would not be difficult to explain why the sequence of sounds in the English alphabet,
for example, 1s as we have it today; why, in other words, sound “ay™ is followed by sound
“bee,” ete. This sequence can be traced back through the various languages from which
the English language is derived. But it would be difficult indeed to explain how or why
the first real alphabet known, that is, one on a purely phonetic basis, came into existence.
It 1s supposed to be a product of the Semitic race and of the Phoenicians. Its history is
perhaps as old as language itself. It is also not difficult to explain why the symbol A is
now used to represent the sound “ay™ in English, because the evolution of the symbols
can be traced back to the hieroglyphics of the Egyptians.*

““The letters in the English alphabet are derived from the corresponding forms in the Latin alphabet, the early forms of which
in turn came from the Western Greek alphabet, and the Greek letters from the Phoenician. The origin of the Phoenician letters is not
certainly known, though it is not improbable that they were suggested by signs used in Egypt.  Although some of the Egyptian hiero-
glyphics had come to be used as letters, yet Egyptian writing was not strictly alphabetic. The use of analphabet on a strictly phonetic
basis is due to the Semitic race, and probably to the Phoenicians.”—Webster's New International Dictionary.
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THE KINDS OF ALPHABETS

The student is prepared now to understand the exact meaning of the definitions which
follow :

1. An alphabet may be defined as a definitely fixed sequence of symbols representing
a definitely fixed sequence of sounds.

2. The normal alphabet for any language is the ordinary alphabet in which the

conventional sequence of the sounds used in the language is represented by the conventional
sequence of the symbols used in that language: i. e., the two sequences which have been
established after generations of use as normal or conventional, coincide. For example,
in English the sounds “ay,” “bee,” “cee,” “dee,” etc., are represented by the symbols
A, B, C. D, ete. To show that these sequences are conventional and arbitrary, it is only
necessary to point out that languages vary as regards the order of the alphabet. For
example, the Arabic alphabet proceeds thus: !, alif; <, ba: w, ta: @, tha; g, Jim, or
a, b, t, th, j, etc. Any sequence of letters which is written by means of a normal alphabet,
and which results in the formation of a word or a series of words in that language constitutes

what 1s known as plain-text.

The meaning of the expression used on page 16 in connection with the cardinal features
of a frequency table of English normal or plain text, “internal relations in the English
alphabet,” should now be clear. The reasons why crests and troughs appear at all in the
frequency tables are two: (1) certain sounds are used much more frequently than other
sounds, and (2) each sound is always represented by one and only one symbol. The reason
why the crests and troughs have definite spatial relations is that the intervals separating
the component parts of an alphabet are definitely fixed: 1. e., A comes first, E comes fifth,
H comes eighth, ete.

3. A cipher alphabet is one in which either the sequence of sounds or the sequence
of symbols or both sequences have been altered from the normal, or in which the normal
coincidence of the sequences has been altered. Any sequence of letters which has been
written by means of a cipher alphabet, and which represents a word or a series of words,
constitutes what is known as cipher text.

4. A straight alphabet is one in which neither the normal sequence of symbols nor the
normal sequence of sounds is altered, but in which only the normal coincidence of these
two sequences is changed. The cipher message on page 17 is an example. Straight alphabets
may be of two kinds, direct or reversed:

(a) In a direct alphabet the entire normal sequence of symbols, proceeding say from
left to right may be shifted one, two, three... to twenty-five spaces to the right of the
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normal starting point of the entire normal sequence of sounds, proceeding likewise from
left to right. In other words, when both sequences are normal and only the normal equiv-
alence of the sequence is changed, a direct alphabet results. The cipher message on page 25

1s an example of a direct alphabet cipher.

(b)  In a reversed alphabet the entire normal sequence of symbols proceeding say from
left to right is applied to the normal sequence of sounds proceeding from right to left;
in other words, the normal sequence of symbols is applied to the reversed sequence of
sounds, or vice versa, the reversed sequence of symbols is applied to the normal sequence
of sounds. In both cases the results are the same.

The meaning of these definitions may be clearly illustrated in the accompanying
Fig. 6. In each case the sequences are shown as going in two directions because it is
immaterial whether the alphabet is written from left to right or vice versa. Some languages
are written from right to left, as for example, Persian.

Fig. 6.

I-—Normal Alphabet

Conventional Sequence of Sounds Conventional Sequence of Sounds
ABCDEFGHIJKLMNDPQRSTUVWXY7 ZYXWVUTSRQPONMLKJIHGFEDCBA
I I e e OR o
ABCDEFGHIJKLMNOPQRSTUVWXY?Z ‘ 1) o B e S L o L B P e R R P L
S T S e R ST TR S T ZYXWVUTSRQPONMLKJIHGFEDCBA

Conventional Sequence of Symbols Conventional Sequence of Symbols

2—Straight Alphabets
A—Direct

Conventional Sequence of Sounds Conventional Sequence of Sounds

e T PR  SROR AL O e e o A T B

ABLDEFMHIJKLMNOPQRSTUVWXYZ OR ZYXWVUTSRQPONMLKJIHGFEDCBA
e L e e e ‘ 8t e e e 8 T R R
ABCDEFGHIJKLMNOPQRSTUVWXYZ ZYXWVUTSRQPONMLKJIHGFEDCBA

Conventional Sequence of Symbols Conventional Sequence of Symbols

B—Reversed

Conventional Sequence of Sounds Conventional Sequence of Sounds
ABCDEFGHIJKLMNOPQRSTUVWXYZ ' i ZYXWVUTSRQPONMLKJIHGFEDCBA
A AT R . QR 4 TR
T T B A S A O O S ‘ ) P e e St S SN S T R
ZYXWVUTSRQPONMLKJIHGFBD BA ABCDEFGHIJKLMNOPQRSTUVWXY?Z
Conventional Sequence of Symbols Conventional Sequence of Symbols

5. As regards the manner in which alphabets are mixed, they may be of three kinds:
(a) Key-word mixed alphabets, in which the sequence of letters is commenced by a
key-word which is followed by the rest of the unused letters of the alphabet. Such a key-word
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should be long, and should hreak up the normal sequence as much as possible.  Example:
key-word Washington:

th4mL—ABCDEFGHIJKLMNOPQRSTUVWXYZ
WASHINGTOBCDEFJKLMPQRUVXYZ

(b)  Arbitrarily mixed alphabets, in which the sequence of letters is mixed accord-

Cipher

ing to some system previously agreed upon by the correspondents. Such a system, for
example, may consist in the writing of the letters of a key-word mixed alphabet in a rectangle,
the number of columns of which is determined by the number of different letters in the key-
word, numbering the columns in accordance with the numerical sequence determined by
that key-word and then writing out the alphabet by taking the columns in their numerical
order. Thus:
Key-word—WASHINGTON

917345286

WASHINGTO

BCDEFJKLM

PQRUVXYZ

lmthKFfABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher—ACQGKYHEUIFVNJXOMSDRTLZWBP

(¢) Random mixed alphabets, in which the sequence of symbols is determined by
absolutely random assignments or by drawing out of a hat.

The chief advantage of the first two types of alphabets over the third type is that the
former two may be communicated without the necessity of writing out the entire sequence,
and can be reproduced from memory, whereas the latter one must be communicated by
written notes and thus is dangerous. The chief disadvantage of the first two types is that
given a few values, the entire alphabet may be reconstructed because of the clues furnished
by the sequences which are usually unbroken, such as BCD, FGH, JKL, XYZ. 1In the case
of the random mixed alphabet, the determination of a few letters gives no clue to the other
because the sequence is absolutely hap-hazard and based upon no system whatever.

However, since the number of ways in which an arbitrarily mixed alphabet may be
produced from a key-word are legion, as far as safety is concerned, one produced in this
way is probably second in safety as compared with one produced by absolutely random
assignments, or by drawing out of a hat. '

6. As regards the internal nature of mixed alphabets, they may be of two kinds:

(a) Reciprocal alphabets, wherein if, for example, cipher letter X represents plain-
text letter A, then cipher letter A represents plain-text letter X. Such an alphabet may
be produced arbitrarily by random reciprocal assignments, or by sliding any alphabet
against its reverse, in which case a series of twenty-six reciprocal alphabets is produced.

(b) Non-reciprocal alphabets, wherein the reciprocal relation does not hold true
except as a matter of chance.
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7.  As regards their use, alphabets may be of two kinds:

(a)  When a cipher alphabet is arranged for the sending of a message, it is called

an enciphering alphabet. Example:

Plain text—ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher text—PKTXACNOVZBDEGHFIJLQMSUWRY

(b)  When such an alphabet is arranged for the receiving or translating of a cipher
message, 1t i1s called a deciphering alphabet. For the example given above the deciphering

alphabet would be thus:

Cipher text—ABCDEFGHIJKLMNOPQRSTUVWXYZ
Plain text—EKFLMPNOQRBSUGHATYVCWIXDZJ

4
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SOLUTION OF STRAIGHT ALPHABET CIPHERS

Straight alphabets, it has been said, are of two kinds: direct and reversed. We shall
first treat of direct alphabets.

(a) Single alphabet. Since there has been no change in either the sequence of symbols
or the sequence of sounds in the cipher alphabet, the correct determination of the value
of a single cipher letter in a message enciphered by means of a straight alphabet, whether
direct or reversed, will result in the determination of the whole alphabet at once. Conse-
quently, if a graphic frequency table of a straight alphabet substitution cipher is made,
the spatial and frequency relations of the crests and troughs should at once disclose what
letter represents E. Proceeding from this point, the values of the remaining cipher letters
are assigned on the basis of a direct or a reversed alphabet, and if the spatial and frequency
relations of the values thus found agree with the requirements of the normal graphic
frequency table, the solution of the message is at hand. This process of applying the
principles concerning the spatial and frequency relations of a normal graphic frequency
table to a graphic frequency table of a cipher message, in order to arrive at the solution

of the cipher, is spoken of as “fitting the graphic table to the normal.”

MESSAGE

FXGPH NEWUX NGEBD XERMH KXGWX KMAXF LXEOX
LEBTU EXMHM AXIXG TEMBX LHYMA XETPB YMAXR
DGXPM ATMPA XKX0X KMAXR FBZAM YEXXM AXBKB
WXGMB MRVHN EWGHM YTBEM HUXWB LVHOX KXWTL
NKXFX TGLHY BWXGM BYBVT MBHGP HNEWG HMHGE
RATOX MAXXY YXVMH YWXMX KKBGZ YKHFV KBFXB
GZXGX KTEUN MPHNE WXOBW XGMER GNEEB YRTEE
TMMXF IMLHY PATMX OXKDB GWTMT LNULM BMNMB
HGHYI XKLHG LGHBF IXKLH GTMBH GLHYT IXGLB
HGXKH KTFBL LBGZA XBKHK TUNLB GXLLF TGVHN
EWX0X KAHIX MHUXL NVVXL LYNE
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Fig. 7.

A T IHT T

B W1 ] AT T D T

]() " In the ;1('(-()11'1])un.\'in;.{ fre-
I PR RIEl quency table (Fig. 7) the letter
F I M X. which marks the highest
G W WL L crest in the table, is selected
H MWW N as the equivalent of plain-text
I K] | letter E: wherefore, on the
] oyl v s assumption of a direct alpha-
I]\ ‘ " ‘ ‘ | bet sequence, cipher letter T
)f H M 1"11‘ A1 H‘:\ W equals A, cipher letter U
N M U equals B, cipher letter V
O I | equals C, ete. The “fit” is
P W |l excellent, the correct plain-
Q text values are immediately
R‘ assigned and substitution
,‘; T results in the solution of the
U message.  The first two lines
vV M ] are as follows:

W |}

X U]

Y [H

Z |||

FXGPH NEWUX NGEBD XERMH KXGWX KMAXF LXEOX
MENWO ULDBE UNLIK ELYTO RENDE RTHEM SELVE

LEBTU EXMHM AXIXG TEMBX LHYMA XETPB YMAXR
SLIAB LETOT HEPEN ALTIE SOFTH ELAWI FTHEY

This method of deciphering is called “Solution by Frequency Table.” There is,
however, another method of deciphering such a message which does not necessitate the

compilation of a frequency table.

After all, a straight alphabet cipher is only the result of shifting the sequence of
symbols a certain number of spaces away from its normal coincidence with the sequence
of sounds. If we could find, by means of two direct sequences, one representing symbols,
"the other sounds, the relative positions these two sequences were in, when the enciphering
was being done, the solution of the cipher would be at hand immediately. The question
then resolves itself into a search for these positions. We may therefore experiment with

two direct sequences, starting with the setting of A on the sequence of symbols to equal B,
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on the sequence of sounds.  We then apply the entire sequence of equivalents thus secured
to the first two groups of our message. Thus:

Sequence of Sounds (=Plain text) ABCDEFGHI JKLMNOPQRSTUVWXYZA
Secuence of Symhols (=Cipher) ~ ABCDEFGHIJKLMNOPQRSTUVWXYZ

Cipher letters—FXGPH NEWUX
Sounds indicated— GYHQI OFXVY

This series of letters does not “spell” any plain text, so that evidently the two sequences
were not in the position indicated.  We therefore move the sequence of symbols one more
space to the right, and try again. Thus:

Sequence of Sounds— ABCDEFGHIJKLMNOPQRSTUVWXYZAB
Sequence of Symbols— ABCDEFGHIJKLMNOPQRSTUVWXYZ

Cipher letters—FXGPH NEWUX
Sounds indicated—HZIRJ PGYWZ
This series of letters also does not “spell” any plain text, so we therefore move the
sequence of symbols one, then two, then three, four, five, six, seven spaces to the right until
the series of sounds indicated spells out plain-text words. Thus:
Sequence of Sounds— ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEFG
Sequence of Symbols— ABCDEFGHIJKLMNOPQRSTUVWXYZ

Cipher letters—FXGPH NEWUX
Sounds indicated—MENWO ULDBE
We have thus discovered by successive experiments the positions of the two sequences
in encipherment. Now let us analyze these experiments to see if a definite procedure
would shorten the labor.
Cipher letters—FXGPH NEWUX
A= B—Results of Ist experiment—GYHQI OFXVY
A= C—Results of 2d experiment—HZIRJ PGYWZ
A =D Results of 3d experiment—IAJSK QHZXA
A = E-—Results of 4th experiment—JBKTL RIAYB
A= F—Results of 5th experiment—KCLUM SJBZC
A = G—Results of 6th experiment—LDMVN TKCAD
A =H-—Results of 7th experiment—MENWO ULDBE

Note now that the net result of these seven separate experiments was simply the
continuance of the direct alphabet begun by each cipher letter until the juxtaposition
of a certain definite series of letters resulted in the spelling out of plain-text words. This
certain series of letters was definite because the number of experiments coincided with
the number of spaces the sequence of symbols had been shifted from the normal. If
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we take merely the two groups of cipher letters and continue beneath each letter the
direct alphabet started by each letter, all the plain-text equivalents would appear on one
horizontal line, which could then easily be selected from all the other horizontal lines
because it is the only one which results in the formation of intelligible words. This process
of continuing the direct alphabet sequence beneath a group of cipher letters is called
“running down.”  Since each column considered separately consists of only the direct
alphabet, it is clear that this “running down™ process might be accomplished automatically
by the use of the devices shown in Plate 1. The Sliding Poly-Alphabet, A, consists of a
series of twenty-six direct alphabets printed upon cardboard strips which are mounted
upon celluloid: the strips are all movable, running either in grooves or on tracks, the two
pieces of plate glass provided with set-screws at the corners holding the strips firmly, yet
loosely enough so that they easily slide up and down. There is in addition a direct alphabet
at the extreme left, and a reversed at the extreme right. The sliding strips bear upon
their reverse sides other alphabets, 1. e., reversed, French or Spanish, etc. Now when
a line of cipher text is “set” at the top, that is, when the sliding strips are moved so that
a given number (up to twenty-six) of cipher-text letters are brought into one horizontal
line, the successive horizontal lines of equivalents, called generatrices, are indicated
automatically, and thus a vast amount of writing i1s eliminated. In an alphabet containing
twenty-six letters, there are twenty-five generatrices, the twenty-sixth generatrix hecoming
identical with the letters at the starting point. The second device, the Poly-Alphabet
Wheel, B. the idea for which the Riverbank Laboratories is indebted to Lieutenant P. H_
Burdick, produces the same results. It makes use of a revolving rubber stamp containing
the letters of the direct alphabet equally spaced on the perimeter of the wheel. In order
to “run down’ a series of cipher letters it is only necessary to start each column with the
cipher letter which is to be “run down.” The letters all being equidistant from each other,
the successive letters all appear upon horizontal lines, or in other words, the successive
generatrices are printed. This method possesses some advantageous features which the
(;tller does not, the most important being, first, that the apparatus is much smaller and
.an be carried about easily: secondly, that once a group of cipher letters is “run down,”
the results are permanently indicated and may be referred to or re-examined at any future
time: and thirdly, since the letters are all movable, they may be arranged in accordance
with any mixed alphabet sequence.

The third device, the Poly-Alphabet Roller, €, makes use of a series of ten endless
rubber belts containing the letters of the direct alphabet equally spaced. These belts
fit snugly upon the drum, but may be moved with reference to each other so as to contain

ten cipher letters in one line. The device is then inked and rolled upon a sheet of paper.

The various generatrices produced by any of these Poly-Alphabet devices are examined
to see whether the letters of one such generatrix spell out any plain-text. If a sequence
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of plain-text words is found, then the solution of the cipher is attained. The key-letter
is sought, that is, the cipher-equivalent or value of plain-text letter A is sought, and this
determines the entire cipher alphabet, in a single direct alphabet substitution cipher.
The key-letter may be found either by the use of two shiding direct alphabets, setting them
so that plain-text M equals cipher I, and then noting what plain-text A equals; or by
setting a reversed alphabet against the series of columns produced in the “running down”
process so that A of the reversed alphabet is opposite the group of cipher letters which
has been “run down.” The key-letter will be found on the reversed alphabet directly opposite
the plain-text equivalents of the group of cipher letters. This method of deciphering is
called “*Solution by Running Down™ or “Solution by Means of a Poly-Alphabet.” An
actual example will make this clear. If these two groups of cipher letters are “set” at

the top of the Poly-Alphabet, the following generatrices are produced:
I A ] 2 I

O. FXGPH NEWUX O. The decipherer has simply to examine the successive
1. GYHQI OFXYV 25. generatrices to find where the plain text appears. Such
2. HZIRJ PGYWZ 24 . an examination takes but a few minutes, and this process
3. IAJSK QHZXA 23. should be applied to almost every new problem at the
4. JBKTL RIAYB 22. very outset—it may solve the problem, or may furnish
5. KCLUM SJBZC 21. valuable clues to the solution. Now note that the plain-
6. LDMVN TKCAD 20. text words in these two groups might have been secured
7. MENWO ULDBE 19. by “running up” as well as by “running down,” because
8. NFOXP VMECF 18. of the continuous or cyclic nature of the alphabet.
9. OGPYQ WNFDG 17. “Running up” may be regarded as reversing the process
10. PHQZR XOGEH 16 . applied in enciphering, in order to get back to the line
11. QIRAS YPHFI 15. where the plain text is located; “running down™ may be
12. RJSBT ZQIGJ 14 . regarded as continuing the process applied in enciphering
13. SKTCU ARJHK 13. until one completes the eycle and thus arrives at the line
14. TLUDV BSKIL 12. where the plain text is located. 'This is simply stated
15. UMVEW CTLJM 11. for the purpose of pointing out the cyclic nature of the
16. VNWFX DUMKN 10. alphabet. By “running down™ one must pass over an
17. WOXGY EVNLO 9. interval of seven letters in this case; by “running up”
18. XPYHZ FWOMP 8 one must pass over an interval of nineteen letters. The
19. YQZIA GXPNQ 7 sum of these two intervals is twenty-six, the total number
20. ZRAJB HYQOR 6 of letters in the alphabet. In the case of any message,
21" ASBKC ITZRPS 6§ enciphered by means of a direct alphabet. the sum of the
22. BTCLD JASQT 4. intervals necessary to pass over in the “running down”
23. CUDME KBTRU 3 and the “running up” processes 1s twenty-six. The
24. DVENF LCUSV 2 number of intervals in the “running down™ process in
25. EWFOG MDVTW 1 any direct alphabet cipher is determined by the number
0. FXGPH NEWUX O of intervals the alphabets have been shifted in encipher-
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ing—or, in other words, by the key-letter. If successive words of a message were enciphered
by different key-letters, or in other words, if a series of alphabets were used, it is apparent
that the successive words would reappear on different generatrices. This leads to the

consideration of the solution of the case where a series of direct alphabets is used.
(b) Series of Direct Alphabets.

In the example above, once the key-letter has been determined upon by the encipherer,
he proceeds to encipher the whole message by means of that particular single direct alphabet.
Now suppose the correspondents determine to use a key-word, and to encipher the successive
words in the message by means of the different key-letters in the word. Thus, suppose
the key-word BOSTON has been agreed upon: the first word of the message is enciphered
by means of the direct alphabet in which sound A is represented by symbol B: the second
word, by means of the direct alphabet in which sound A is represented by symbol O; the
third word, by means of the direct alphabet in which sound A is represented by symbol S,
etc., until six words have been enciphered. The seventh word then begins a repetition
of the cycle. Thus not only might a key-word of many letters be used, but also a key-phrase
might be used, at the will of the correspondents, or perhaps the running text of a book
might be used. With the key-word SPRING, the message “Repeat the last order. Errors

make it impossible to read,” would be enciphered thus:

S B R I N G S 17 R i
REPEAT THE LAST ORDER ERRORS MAKE IT IMPOSSIBLE TO READ
JWHWSL IWT CRJK WZLMZ REEBEF SGQK AL XBEDHHXQAT KF ZMIL

The message would then be sent in groups of five cipher letters as usual.

Now notice that cipher letter W represents E in the first word, H in the second, and O
in the fourth. Cipher letter J represents R in the first word and S in the third. In fact,
any given cipher letter may represent many different plain-text letters, depending upon
the number of different key-letters used, and it follows that the frequency, on the basis
of a single alphabet, of any given cipher letter in such a message would give no indication

whatsoever as to the letter or letters for which it stands, as will be explained below.

The crest and trough appearance of a graphic frequency table of normal text, or of
a cipher message involving the use of only one direct alphabet, is due not only to the fact
that there is a wide variation in the frequency with which the different sounds of the language
are used, but also to the fact that in such a piece of text, or in such a message a single letter
represents one and only one sound, or in other words that a given symbol always represents
the same sound. But since in the case under discussion one cipher letter may represent
a multiplicity of sounds (plain-text letters), and since the individual frequencies of the
sounds represented varies greatly, it follows that the frequency table as a whole will not
present the crest and trough appearance, but will appear “'solid.” It would be impossible to
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pick out the representative of E. or any other letter. However, if the “running down”
process is applied to the cipher letters, the plain-text words will reappear on different
generalrices, as stated above. This is because the alphabets used to encipher the successive
words have been shifted a varying number of spaces in accordance with the different key-
letters, and hence, when the “running down™ process is applied, the number of intervals
which must be passed over differs in the case of each word, and therefore the plain-text

words must come out on different lines. The example above will serve as an illustration.
JWHWSLIWTCRJKWZLMZREEBEFSGQKALXBEDHHXQATKFZMIL
KXIXTMJXUDSKLXAMNASFFCFGTHRLBMYCFEIIYRBULGANJM
LYJYUNKYVETLMYBNOBTGGDGHUISMCNZDGFJJZSCVMHBOKN
MZKZVOLZWFUMNZCOPCUHHEHIVJTNDOAEHGKKATDWNICPLO
NALAWPMAXGVNOADPQDVIIFIJWKUOEPBFIHLLBUEXOJDQMP
OBMBXQNBYHWOPBEQREWJJGJKXLVPFQCGJIMMCVFYPKERNQ
PCNCYROCZIXPQCFRSFXKKHKLYMWQGRDHKJNNDWGZQLFSOR
QDODZSPDAJYQRDGSTGYLLILMZNXRHSEILKOOEXHARMGTPS
REPEATQEBKZRSEHTUHZMMJMNAOYSITFJMLPPFYIBSNHUQT

T RFCEAEEFIUVIANNKNOBPZTAHGKNMQQGZJCEQIVRU
SGD  GIVWIBOOLOPCQAU HLONRRHAKD JWSY
THE HKWXKCPPMPQDRBV IMPOSSIBLE KXTW

i ILXYLDQQNQRESCW o LYUX
JMYZMERRORSFTDX MZVY
KNZAN  GUEY NAWZ
LOABO HVFZ 0BXA
MPBCP IWGA PCYB
NQCDQ JXHB QDZC
ORDER KYIC READ

A=1 A=I
LZJD
MAKE
A=0C

The key-letters are sought, as each word is deciphered, by the same methods as explained
above. Simply setting two direct alphabets so that, for example, in the case of the first

word, plain-text R was represented by cipher J, in which instance A was represented by
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cipher S. In the same way, P equals A in the second word, R equals A in the third, T equals
A in the fourth, N equals A in the fifth, and G equals A in the sixth. Then the cycle repeats
itself, until the whole message has been deciphered. In this case each word was enciphered
by a different alphabet. This system may be varied by enciphering every group of five,
ten or more letters by the various key-letters instead of each word, but the solution is
attained by the same procedure, except that a little more study is necessary in order to
pick out the entire words.

Reversed alphabet ciphers will now be considered.
(a) Single Alphabet.

EXAMPLE
XFWNV EYSGINE PWYBZ FYLQV SFWGF SQCFX RFYOF
RY BJ I YFQVQ CFUFW JYQBF RVEQC FYJNB EQCFL
ZWFNQ CJQNC FSFOF SQCFL XBDCQ EYFFQ CFBSB
GFWQB QLHVP YGWVQ EJBYQ VIFGB RHVOF SFGJR
PSFXF JWRVE BGFWQ BEBHJ QBVWN VPYGW VQVWY
LCJOF QCFFE EFHQV EGFQF SSBWD ESVXH SBXFB
WDFWF SJYIP QNVPY GFOBG FWQYL WPYYB ELJYY
JQQFX UQRVE NCJQF OFSZB WGJQJ RPIRQ BQPQB
VWVETU FSRVW RWVBX UF SRV WJIQBV WRVEJ UFWRB
VWFSV SJXBR RBWDC FBSVS JIPRB WFRRX JWHVP
YGFOF SCVUF QVIFR PHHFR REPY
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Fig. 8.

& o+ T In the accompanying fre-
B‘ ‘;m H” \‘m 1 L1 quency table (Fig. 8), the let-
C ":" w1 Ul ter I, which marks the highest
D‘ ‘ H‘ - crest in the table, is selected
B ‘.”J I ] ‘ i - as the equivalent of plain-text
F LML LD LT DT LT LD LD LD AT BT Jepter B Attempts made to
G HU LRl “fit” this table to the normal,
H M Il on the assumption of a direct
I (M|l o alphabet, do not give good
l 1 Ll L] results, but on the assumption
K i of a reversed alphabet, an
L excellent “fit” is obtained,
M the correct plain-text values
N H‘M ‘E may be assigned at once and
(: " }“ o substitution results in the
I MT ""“‘ \‘H\l i solution of the message. Note
Q 11 LT L1 LT LT L 1 that the relative positions of
R‘ iy "‘ fli the erests and troughs have
E R L remained the same here as in
lv _ the preceding encipherments
[\, ‘:1 “H sy of lh‘v same  message. i)nl_v
S L ) the direction of “‘reading” the
“' A series of crests and troughs
Xv | | has been reversed. The first
} ’h’ , . two lines are as follows:

XFWNV PYGIE PWYBZ FYLQV
MENWO ULDBE UNLIK ELYTO

SFWGF SQCFX RFYOF RYBJI
RENDE RTHEM SELVE SLIAB

YFQVQ CFUFW JYQBF RVEQC
LETOT HEPEN ALTIE SOFTH

This 1s a “Solution by Frequency Table.” But this message also may be solved by
the “running down™ process, or by the Poly-Alphabet. Suppose two alphabets, one direct,
representing the sequence of sounds, the other reversed, representing the sequence of
symbols, are now taken for experiment to try to find the relative positions these two
sequences were in when the enciphering was done, just as was done before. Setting A to Z

in this position, the two sequences are as shown below:
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Sequence of Sounds (=Plain text) - ABCDEFGHI JKLMNOPQRSTUVWXYZ
Sequence of Symbols (= Cipher)  ZYXWVUTSRQPONMLKJIHGFEDCBA

Cipher letters—XFWNV
Sounds indicated— CUDME

This series of letters does not “spell” any plain text, so that evidently the two sequences
were not in the position indicated. We therefore move the sequence of symbols one space
to the right, and try again. Thus:

Sequence of Sounds—ABCDEFGHIJKLMNOPQRSTUVWXYZA
Sequence of Symbols— ZYXWVUT SRQPONMLKJIHGFEDCBA

Cipher letters—XFWNV

Sounds indicated—DVENF
This series of letters also does not “spell” any plain text, so we therefore move the
sequence of symbols one more, then two, three, ete., spaces to the right, each time noting
whether the juxtaposition of the plain-text equivalents results in the spelling of a word.

At the 11th experiment the results are as follows:
Cipher letters—XFWNV
Sounds indicated—MENWO

Now tabulate the results of these experiments:

Cipher letters—XFWNV

A = Z—Results of 1st experiment— CUDME
A = A—Results of 2d experiment—DVENF
A = B—Results of 3d experiment—EWFOG
A = C—Results of 4th experiment—FXGPH
A = D—Results of 5th experiment—GYHQI
A = E—Results of 6th experiment—HZIRJ
A = F—Results of 7th experiment—IAJ SK
A = G—Results of 8th experiment—JI BKTL
A = H—Results of 9th experiment—KCLUM
A = I—Results of 10th experiment—LDMVN

A = J—Results of 11th experiment—MENWO

Note now that the net result of the ten separate experiments after the first experiment
was simply the continuance of the direct alphabet sequence started by the letters given
by the very first experiment. In other words, after the first experiment, the process was
exactly the same as explained on page 27. In the latter case, the first experiment began
with the continuing of the direct alphabet sequence started by the cipher letters themselves:
in this case, the first experiment began with the finding of the equivalents of the cipher
letters when a reversed alphabet was set against a direct alphabet. In this case, A was
set opposite Z; but had A been set opposite any other letter, and the same procedure followed,
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the final result would have been the same as is shown by the following, where Z is arbitrarily
set opposite I9:
ABCDEFGHIJKLMNOPQRSTUVWXYZABCDE
ZYXWVUTSRQPONMLKJIHGFEDCBA
Cipher letters— XFWNV
HZIRJ
IAJSK
JBKTL
KCLUM
LDMVN
MENWO

Equivalents on a reversed alphabet

This process of finding the equivalent 1s spoken of as ““finding the reversed alphabet
equivalent,” or simply “finding the reversed equivalent.” In order to solve such a message
by means of the Poly-Alphabet, it is therefore necessary first to convert the cipher letters
into their reversed equivalents, and then “set™ these equivalents. The words of the message
will then reappear on some generatrix below. The student should convince himself that
“running down’ without first finding the reversed alphabet equivalents for the cipher letters
will not result in the production of the plain-text for the reason that in encipherment the
two sequences, one of sounds, the other of symbols, were going in opposite directions, and
therefore, “‘running down™ by means of direct alphabet sequences could not possibly
reproduce the plain-text.

(b) Series of reversed alphabets.

Just as the successive words of a message may be enciphered by means of a series
of direct alphabets, according to the letters of a key-word, so they may be enciphered by
means of a series of reversed alphabets. The reversed alphabet equivalents of the cipher
letters would have to be found first, then when these are “run down™ the successive words

of the message would appear on different generatrixes.
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SOLUTION OF SINGLE MIXED ALPHABET CIPHERS

It has been observed so far that in the case of straight alphabet ciphers the correct
determination of one value in the message results in the solution of the whole cipher alphabet
and the consequent decipherment of the message. The solution could be secured either
by means of a frequency table, or by the “running down™ process. The solution of mixed
alphabet ciphers, however, is secured only by the frequency table method, and that only
after considerably more experimentation than is the case with straight alphabet ciphers.

Fig 9.

B |[<H M1 11 L

Igtl‘l‘[ IQMIN MKIWU TJBIE THTBT SKNTR RMKIJ
E M 1 | YTKKS IRYIM JIQYK DYJXQ KTKMI MMKIQ
F | MKJSZ IMISX QYJRM BISKB SZIQX YJSRT
G KYCSJ ISUMD VYJOY ITSKM AZTCC MEUSJ
H ||| MFIMK BTHMU TMREB MJHTX MJMCS JITKL
L I LT LHT DT DD L ISXSD DYKET KLLMK MJYRI QYIBI YITSK
J U1 T LT L] ] YKEMD VYJOT KLZKE MJQTB ETJMX ITSKB
KU1 LT L1 L L T IQMMK LTKMM JJMLT DMKIY KEIJY TKNTR
;f“::1h"' g |y || RCIMX MEMET HTBTS KVWYI RMYBI IQJMM
N |l i

O || nre !

P All attempts to solve this cipher by applying the
Q M1 ] Poly-Alphabet having failed, a graphic frequency table is
R M M made, and appears as shown in Fig. 9. The fact that this
S M1 LK1 A1 frequency table shows marked crests and troughs and has
T LAY LT KT LHT T ] proved not to be a straight alphabet cipher means that it is
I: i almost certainly a single mixved alphabet cipher. 'The solution
\. u of such a cipher will be facilitated by the compilation of
‘;I[ I a special kind of table called a Frequency Table with
Y M1 IHT T LK Prefixes and Suffixes.

Z ||l

There are two kinds of frequency tables, as regards their form only.

(1) THE GRAPHIC FREQUENCY TABLE, which is to show only how many times
anv letter in a message occurs. It is made simply by placing a stroke opposite the tabulated
lis‘; of the letters of the alphabet. The fifth occurrence of a letter is made by a diagonal

stroke. This will add up the occurrences automatically, and the table loses none of its
2 p Nt AQ L« 3 ‘ @ are see 909 DR « C
graphic features thereby. Examples of such tables are seen on pages 18, 26 and 34.
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(2) THE FREQUENCY TABLE WITH PREFIXES AND SUFFIXES, which can
be made to show not only how many times any letter occurs, but will also show for each
letter what letter precedes it and what letter follows it, each time that letter occurs—informa-
tion which is necessary for the solution of most ciphers. (See Fig. 10.) The method which
has been adopted is this: Write the alphabet in columnar fashion upon a sheet of cross-
section paper, devoting one square to each letter. In the message which follows for solution
IQMIN is the first group of cipher letters. In the upper half of the first square opposite
I in our table a dash is placed to indicate that it has no prefix, being the first letter of
the message. In the lower half of the same square the letter Q 1s written, which is the
suffix of I. The next letter to be tabulated is Q. Its prefix, I, is placed in the upper half
of the first square opposite letter Q in the table; its suffix M is placed in the lower half of
the same square. The next letter to be tabulated is M. Its prefix, Q, is placed in the
upper half of the first square opposite M in the table; its suffix, I, is placed in the lower
half of the same square. The prefixes and the suffixes of the succeeding occurrences of
any letter are placed in corresponding positions in the succeeding squares, until the last
letter of the message is tabulated. In the lower half of the square concerned, a dash is
placed, indicating that it has no suffix. When all the letters have been tabulated in such

a manner, the most important data—mnamely, the recurring groups and the number of their

recurrences—may be obtained quickly, and should be placed in a condensed table onthe
same sheet. This condensed table will show the frequencies of the DIGRAPHS, TRI-
GRAPHS and POLYGRAPHS, which recur in the message.

(1) A digraph i1s a pair of letters. Just as certain letters are used more frequently
than others in any language, so certain pairs of letters are used more frequently than other
pairs of letters.

A digram 1s a two-letter word.

A frequently recurring digram is also a digraph: but a frequently recurring digraph
does not necessarily have to be a digram. Examples: TH is a frequently recurring digraph,
but not a digram: IN is a frequently recurring digraph and is also a frequently recurring
digram.

(2) A trigraph is a group of three letters.

A trigram is a three-letter word. The statements made above concerning digraphs
and digrams apply to trigraphs and trigrams.

(3) A polygraph is a group of more than three letters.

A polygram is a word of more than three letters. The distinctions as given above
between digraph and digram apply here also.

In order to show how this data is secured, take the frequency of the letter Q in the
accompanying table, Fig. 10. The upper halves of all the squares contain prefixes only, the
lower halves, suffixes only. The letter I is indicated as a prefix to Q seven times. This
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Fig. 10.

Frequency Table with Prefixes and Suffixes
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means the digraph I1Q occurs seven times. The letter M is indicated as a suffix to Q three
times. This means that the digraph QM occurs three times. Now the letter M is indicated
three times as a suffix of Q at the same time I 1s indicated as a prefix. In other words, the
trigraph IQM occurs three times. In a similar manner the trigraph TSK is indicated as
occurring five times. Now in order to list all the digraphs it is not necessary to find both
the recurring prefixes and suffixes to a letter; either the tabulation of the prefixes, or the
suffixes, is all that is necessary. For example, the table shows that opposite the letter Q,
the letter I is indicated seven times as a prefix; opposite the letter I, the letter Q is indicated
seven times as a suffix. In short, the frequency of the digraph IQ may be secured either
from the letter Q. and considering only its prefixes, or from the letter I and considering
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only its suffixes. As long as the operator is consistent throughout in considering either
prefixes only, or suffixes only, the final results will be the same. In the condensed table only
recurrences of three or more need be indicated; for the information which may be obtained
ordinarily from any less than three recurrences of digraphs or trigraphs is negligible.
Having compiled the data which applies to the particular case in hand, an attempt
1s to be made to fit the special conditions exhibited by this data to the generalized conditions
for ordinary English text as exhibited in a frequency table compiled from a much greater
number of letters. If these special conditions happen to approximate or conform closely
to the generalized conditions, the normal conditions, in other words, the solution of the
cipher will be attained directly. If they do not, considerable experimenting must be done
before the solution will be reached. From a frequency table compiled from approximately
25,000 letters taken from various samples of ordinary English text, it has been found that

the frequency of individual letters, digraphs and trigraphs is as given in Table I.
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TABLE TI*.

Frequency Table for English Literary Text Order of Frequency

A-2045

1-E
B- 365 | —— P
C- 811 % _A
D-1020 4-0
E-3203 5_N
F- 640 61
G- 534 v _g
H-1540 8 _H
I-1786 9-R
eeecil 10-D
K- 163 |— e
L- 991 12-C
M- 615 13-7
N-1808 14 - F
0-1921 15-M
P- 645 16-P
Q- R8¢ 17-W
R-1530 18-G
S-1746 19-Y
T-2301 20-B
U- 694 o -
V- 253 —— 22-K
W- 542 23_X
X - 47 | 24-0
Y- 474 25-7
z- 17| 26-2

Total 24639

Vowels 39.19,: Consonants LNRST, 34.09%: Consonants JKQXZ, 1.19,.

DIGRAPHS

text, ete., being included.

TH-748 ES-370
HE-694 ST-327
IN-465 EN-312
ER-420 ND-305
RE-412 ON-298
AN-403 ED-278
THE-522 HER- 97
AND-207 QI =7
ING-171 FTH- 76
ERE-116 ATI- 73
THA-108 HAT- 73
ENT- 98 EST- 71
*Compiled 1918 at Riverbank Laboratories.

HA-272
AT-265
NT-259
OF-257
OR-238
AS-237

TRIGRAPHS

HES- 71
T IO 71
ETH- 69
HIS- 66
INT- 65
WAS- 59

41

IS-231
EA-225
IT-223
O0U-218
AR-216
NG-215

VER- 58
ITH- 57
TTH- 57
ARE- 56
NTH- 55
ALL- 53

HI-209
LA-205
NE-182
AL-181
LE-169
EC-163

WIT- 50
DTH- 50
SIN- 48
STH- 48
TER- 47
REA- 46

The text was composite in character, passages from literary, scientific, military
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From an inspection of the frequency table applying to this message, shown in Fig. 10,
it is seen at once that cipher letter M represents E. Now it is a great advantage to be
able to distinguish the cipher equivalents for vowels from those for consonants and the
following method will be found useful. In English the vowels E, A, O, and T will usually
be found among the first ten cipher letters of highest frequency. Write the ten highest
frequency letters in a series and above and below each letter note graphically the number
of times the cipher equivalent of E occurs as a prefix and a suffix respectively. Thus,

for our message the series is as follows:

BNOM @I 29K 27T 22 20Y (178 (12B (HE (10Q

=]

Now any of the combinations of E with a high frequency consonant is much more
frequent than any combination of E with another vowel. This fact forms the basis of
the distinction. Thus, note that cipher letter I has plain-text letter E three times as a
prefix and four times as a suffix; cipher letter I is therefore not a vowel. Cipher letter K
has plain-text letter E as a prefix nine times and as a suffix five times; it also is therefore
not a vowel. However, cipher letter T is never preceded by plain-text letter E and is
followed by it only once. This indicates that T is certainly a vowel. On this basis, the
letters M, T, Y, S, and possibly B, may be taken to be vowels; while I, K, J, E, and Q.

may be taken to be consonants.

Having thus determined the probable vowels and the probable consonants, we return
to the frequency table and note what combinations are indicated with several of the high
frequency letters. Cipher letter M has already been assumed to be . Cipher letter I
having been assumed to be a consonant, and being the second highest letter in frequency in
in the table, it would be logically assumed to be T. The condensed table shows that the
trigraph IQM occurs three times, and might well he THE. The frequency table is con-
sulted therefore to corroborate the assumption that Q represents H. It should show that
Q 1s relatively low in frequency, and that it i1s often preceded by I, the letter which has
been assumed to be T, since the digraph TH is among the most frequent in English.
These conditions are complied with fully in our table, since Q is seen to occur ten times,
seven times of which it 1s preceded by I: consequently, the assumption made stands cor-

roborated, and these values are filled in throughout the message.
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The results are as follows:

I QM I N \l KIWU EESETR T T™HT BT S KNTR RMKTI J

I'HET E T r D
YTKXKS IRYIM JIQYK DYJXQ KTKMTI MMEKTIQ
1 T E T H ET EE I'H
M IS Z IMISX QYJRM BISKB SZIQX YJSRT
I T E T 7 3 T T H
KYCSJ ISUMD VYJOY ITSKM AZTCC MEUS]J
T 3 T 3 )
MFIMK BTHMU TMREB MJHTX MJMCS JITKL
E TE E E E B L NE T

I S X S D DY K E T KLLMK MJYR I QY I B I VI S I

I I I 1 H 1 T 1

Y KEMD VY JOoT KL ZKE MJ QT B ETJMX I TS KB
E E H E T

I QMM K LTKMM J JML T DMKTIY KEI JY TKNT R

I HEE E E E E 1 /i

RCJMX MEMET HT BT S KVWYI RMY B I I Q JMM
E E E E T T H E E

EYWB
At once it 1s noted that within the message two sequences of letters look favorable.

With the values already assumed they stand as follows:

MIMMKIQMKI ------------ IQYIBIYIT
ETEE-THE- - TH-T-T-T-

The first of these suggests at once a word ending in TEEN or TEENTH. Hence
K, which was one of the letters indicated as a consonant by the reasoning given on page 42,
1s assumed to represent N, and the assumption checked by the frequency table. Also
Y, which was likewise assumed to be a vowel by the same reasoning, should evidently
“represent A, and the frequency table is consulted to see whether Y is high enough in fre-
quency to represent A. The frequency table shows Y to be high and accordingly Y is
substituted throughout by A as well as K by N. Now the trigraph YKE occurs three
times and Y having been assumed to be A, and K to be N, YKE may well be AND. These
values are also substituted throughout.

Now the digraphs ER and RE are among the most frequent in English. M has already
been assumed to be E, so that it is necessary to search for a letter which, as a suffix with
M, might represent ER, and as a prefix with the same letter, might represent RE. In other

15

Rufus A. Long Digital Archive of Cryptology



words, a high frequency reversible combination is sought. Here are the combinations with
M which present themselves for study:

MK - 8 JM - 6
MJ - 6 EM - 3
KM - 4

Of the letters which occur in combination with M, J is the only one to which a value
has not already been given and J was indicated previously as being a high consonant.
MJ, occurring six times, may well stand for ER: and so likewise JM, six times, for RE.
The frequency table is consulted to see if J may represent R, and it is seen to be very good
for that letter. Accordingly these values are substituted throughout the message. The

results of all these substitutions are shown below:

QI IINES SIVIERE STV MR BTN E IESEINIEN RS S KN TR RMKTIJ
I HET E N T ¥ T D N E ISE
NI RS ISRV J I QYK DY J X Q KT KM I MMKTIQ
A N N g A T E R T HAN A R H N N ET EENTH
MKJ S Z [TME L S X QY J RM B SSRNB S Z1QX YJSRT
E N R T ET H 1 R /i N T H A R
K Y €5 ] I s UMD VY J OY I TS KM A ZTCC MEU S I
N A R 1 I R 1 T N I I R
MFIMK BTHMI IMREB MJHTX MJMCS J I T K
R T E N I /i D E- R E R I R 1T N
I S X5 D DY KET KLLMK MJYRI QY "L Be I Y SIS RS
/§ 1 N D A\ E N E R A4 1 H AT 1 117 A\
Y KEMD VY I @ T KLZKE MJQTSB ET JMX I S KEB
i N D E L R A\ N D E RN D R E T N
I QMM K L TKMM J MML T DMK I Y KETIJY TKNTR
I' HE EN N E E R RB ENT A4 ND TR A N
RCJMX MEMET HTBT S K VWY I RMY B I I1 QJMM
R E E D E D N A T E A i T HREE
EYWB
DEA

This is about as far as the frequency of single letters, digraphs and trigraphs will
carry the decipherer. Further progress must be made by assuming probable words from
the skeletons of words shown by the working sheet. Incorrect assumptions soon manifest
themselves as such because they will bring into juxtaposition, letters forming impossible
combinations. The decipherer therefore should not bind himself rigidly to the rules and
requirements of frequency of ordinary text: he should be ready at all times to free himself
from any rules or requirements which lead him to no results.

41
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The cipher letters of high frequency which still remain undecided are T and S, which
have been indicated as vowels, and of the medium frequency letters, B and R. The rep-
resentatives of the vowels O and I have yet to be found. The decipherer might experi-
ment with these high frequency letters, trying the former pair out for O and I, and the
latter pair for S and L, but another way is to examine the text carefully and try to assume
a word. This combination is seen in the last two groups of the second line:

KTKMIMMKI Q
N-NETEENTH

The letter T, both in position here and in frequency, could well stand for I, giving
in this place the word NINETEENTH. When the value of T is substituted throughout
the message, the following sequence is noted:

YKETKLLMKMJYRIQYI
ANDIN--ENERA-THAT

The repeated cipher letter L limits the assumptions for its plain-text equivalent very
greatly and the words COMMANDING GENERAL are suggested at once.

A trial of this “guess™ results in giving excellent combinations and no impossiblities
anywhere. These new values are assigned throughout and the entire message may now
be deciphered with ease from the context. This is an illustration of what a good *“‘guess”
may lead to, based upon the conditions of the text.

The complete message is as follows: “The Twenty-first Division will entrain not later
than March nineteenth enroute to Charleston, South Carolina, port of embarkation, equipped
for extensive field service, reporting to commanding general that station and embarking
under his directions. The engineer regiment and train will precede Division by at least
three days.”

In a short message where the ordinary frequency method has failed to lead to solution,
because the approximation of the frequency of any letter to the normal frequency table
is not close, a method which will often lead to results and which depends upon the assump-
tion of a probable word in the plain-text, is as follows:

Given the cipher groups, IQMIN MKIWU TJBIE THTBT SKNTR,
if it is suspected that the message contains a word relative to troop movement, the word
DIVISION may be assumed. The requirements of this word are these:

The first letter is medium in frequency.

The second letter is high in frequency and coincides with the fourth and sixth letters.

The third letter is very low in frequency.

The fifth letter is high in frequency.

The seventh letter is high in frequency, as is the eighth, and these should combine
in a digraph which is medium in frequency.

45
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One begins, therefore, by attempting to locate this word, looking first for a place where
three identical letters are separated by one interval between the first and second, and the
second and third appearances. The only possibility is THTBT. When the values derived
from this assumption are substituted throughout, the results are as follows:

IQMIN MKIWU TJBIE THTBT SKNTR
N--- I-S-D IVISI ON-I-

The combination - I - S - DIVISTON suggests FIRST. These assumptions
are all substituted throughout, and if no impossible combinations result, are assumed to
be correct. Further assumptions are then made, and the process continued as in the pre-
ceding method.  Such a method as this is to be used only as a last resort, when frequency
methods have failed after repeated attempts toward solution.

Cases are encountered in which a single cipher letter stands for two different plain-text
letters; but because of the possibilities for error and misinterpretation, such double values
usually involve a high frequency letter coupled with one of low frequency, so that the
context would determine which of the two is correct. Such cases give no trouble to the
decipherer because the high frequency letters, digraphs, and trigraphs are still prominent.
The alternate values soon disclose themselves in the process of decipherment and cause
no further difficulties.

The method shown here for solving a simple single mixed alphabet cipher 1s applicable
to all cases where only one alphabet is concerned, whether that alphabet involves the
use of letters, signs, figures, or combinations of these three symbols. In most of the
cases where more than one alphabet is involved, if the cipher can be reduced to single
alphabet terms, that 1s, if the message can be rearranged so that its constituent parts may
be examined on the basis of single alphabets, the solution can nearly always be reached
with little difficulty.

46
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FOREWORD

The tables presented herewith are designed to meet specific pedagogical needs of a
course of instruction in modern ciphers. They are not intended, it is frankly admitted,
to serve as a guide for the expert in his attempt to analyze complex ciphers such as may
be intercepted today.

The method which has been followed in their construction is analogous with that
followed in chemical analysis manuals, but only in its broader aspects. The basis for the
chemical determination of the nature of an unknown substance consists in the ability to
place the unknown successively into one of two alternative classes by means of a series of
definite tests until with the last cleavage the solution is reached. Tt is entirely possible
to accomplish this determination with directness and with accuracy in chemical analysis
because the laws underlying chemical reactions are definite and unchanging. The tests
to be applied are exact, the reagents are all thoroughly understood. It is possible to
determine the nature of even the most minute traces of an unknown substance, so refined
have the methods of chemical analysis become. Contrast this situation with that which
confronts the cipher analyst at the outset of his attempts to solve an unknown. In the
first place, except in rare instances in practice, the amount of the unknown is often so
limited as to thwart all his attemps at analysis and nothing can be done. In the second place,
while it is true that both an unknown chemical substance and a message are composed of
definite combinations of discrete units, the former of atoms, the latter of letters, further
analogy between them ceases.  For while atoms combine in a limited number of ways and
positions to form molecules, and the latter combine in a limited number of ways and positions
to form more complex substances, letters combine in a limitless number of ways and positions
to form words, and words combine in a limitless number of ways and positions to form
sentences. True, this difference is only one of degree, not of kind, but whereas the science
of chemistry has reached so high a degree of development that each one of the possible com-
binations may be recognized by at least one test, the science and art of deciphering has not
reached such a high level of perfection. In the field of complex ciphers, there is at present
no definite means of determining what tests or what methods of solution should be applied
because there is no way of determining from external characteristics or even from certain
internal signs which one of a great number of complicated and readily modifiable systems
of enciphering has been used in the particular message under examination. In fact, in
most cases. unless the decipherer is able to secure some information concerning the system

used he has no way of knowing what methods to apply until the long and laborious process

of elimination has disclosed them.
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The analogy between the tables for chemical and for cipher analysis is, therefore, only
remote, and it is doubtful whether it can ever be brought closer. But for the purposes
for which the tables presented are specifically intended, namely, instruction, it is believed
that they will constitute a valuable adjunct to the curriculum of a course in ciphers. It is
believed that they will afford the student a means of surveying the most important branches
of practical ciphers and to note their similarities and differences.  Thus, taken as a whole.
they will give a more or less comprehensive bird’s-eye view of the entire field of eciphers.
If they will thus enable the student to secure a firmer grasp upon the basic principles under-
lying this branch of knowledge they will have served the purpose for which they were
mtended.

The Riverbank Publications referred to in the tables are as follows:
No. 15—A Method of Reconstructing the Primary Alphabet given a Single One of the Series of Secondary
Alphabets. 1917.
No. 16—DMethods for the Solution of Running-Key Ciphers. 1918.
No. 17—An Introduction to Methods for the Solution of Ciphers. 1918.
No. 19—Formulae for the Solution of Geometrical Transposition Ciphers.¥ 1918.
No. 20—Several Machine Ciphers and Methods for their Solution.* 1918.

No. 21—Methods for the Reconstruction of Primary Alphabets, Arbitrarily-Mixed Alphabets, Numerical
Keys, ete.*

The full titles of works, which in the tables are referred to by only the author’s name,
will be found in the Bibhography, Part 11, pages 14-16.

*Now in press.
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TABLE 1

Examine the cipher carefully in order to secure from ex-
traneous circumstances such information as may be of
value in the subsequent analysis. Certain clues may be
found as to language, subject, correspondents, etec.

r - )
1a. Cipher consists exclusive- 1b. Cipher does not consist
ly of letters. exclusively of letters.

(1 2 Y — N
2a. Cipher contains all or 2h. Cipher contains only a 2c¢. Cipher does not consist 2d. Cipher consists exclusive-
nearly all the different limited number of differ- exclusively of numerals. ly of numerals.
letters of the alphabet. ent letters of the alpha- NUMBER CIPHER.
bet, five to ten. Table VIII.
Table VII, 2a.

- )

- N 3¢. Cipher does not con- 3d. Cipher consists of

3a. Cipher groups do 3b. Cipher groups all . sist of plain - text plain -text words

not form pronounce- form pronounceable words, except as a only, but in unin-

able combinations, combinations, evi- result of chance. telligible combina-
except a very few, dently the result of tions.

which are evident- a definite system

ly the results of for their produc-

chance. tion.
(Pseudo-Code.)
Table VII, 3a.

ROUTE CIPHER.
Table IX, 2.

(/55 N\
4¢c. Cipher consists 4d. Cipher does not
of symbols, or consist of sym-
signs, or of com- bols, signs, etc.

( N\

4a. Vowel and con-
sonant count
show cipher to
be a form of
TRANSPOSI-
TION.
Table IX.
Hitt, pp. 23-

25.

4b. Vowel and con-
sonant count
show cipher to
be a form of
SUBSTITU-
TION.
Table II.
Hitt, pp. 23-
25.

binationsof these
with letters and
numbers.

Usually of ama-
teurish origin;
constitutes a sim-

ple Single Mixed
Alphabet Cipher.

Make a frequen-
cy table and pro-
ceed as in Table
ITI, 2b. Some-
times the sub-
stitution of ar-
bitrary letters
consistently ap-
plied will be use-
ful.

e

5¢c. Cipher con-
sists of letters
chiefly, with
scattered nu-
merals or
signs at irreg-
ular intervals,
suggesting
sliding alpha-
bets of more
than 26 char-
acters.
Table IV, 3b.

!

5d. Cipher con-
sists of nu-
merals chief-
ly, with a lim-
ited number
of letters or
signs, suggest-
ing sliding al-
phabets of
more than 26
characters.
Table VIII, 5b.
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Set a few groups

[Also from Table VIII, 4a]

TABLE 1l

[From Table I, 4b]

1. SUBSTITUTION CIPHER

on the Poly-Alphabet or apply the “running down" process.

r

2a. Cipher solvable on the Poly-Alpha-
bet, in the case of a single Straight
Alphabet, or in the case of a series
of Straight Alphabets wherein the
words reappear on different lines.

Table III, 2a.

~
2bh. Cipher not solvable on the Poly-Al-
phabet.

Apply the process of factoring the in-

tervals separating recurring poly-

graphs, trigraphs, and digraphs.

r

3a. Factoring discloses
no repeatedly recur-
ring factors.

3b.

r-

4a. Substitution equi-

literal, Le., the total
number of cipher
letters is equal to
the total number of
plain-text letters.

A\
4b. Substitution not
equiliteral, i.e., total
number of cipher
letters greater than
total number plain-
text letters, usually
a multiple of the

latter.
Table VII.
'8 |
S5a. Substitution mono- 5bh. Substitution not
graphic, i.e., letter monographic.
for letter substitu-
tion, each one en-
cipttllered independ- r —
R 6c. Substitution di- 6d. Substitution not di-
graphic, i.e, pair graphic.
for pair substitu-
(' =K tion.
6a. Frequency Table 6b. Frequency Table ——
shows “crests and shows no marked Sglfse «
troughs.” “erests and troughs” 7 | -~ Zc. Substltut?on 7d. Substmm'on
SINGLE ALPHA- but is “solid” 7a. PLAYFAIR 7b. Substitution by Trigraphic. Polygraphic.
BET (MONO- NON-PERIODIC SYSTEM means of a rectan- e (Approachipe
ALPHABET) MULTIPLE AL- gle. Code.)
SYSTEM. PHABET (POLY- Pages 5-8.
Table IIIL ALPHABET)
SYSTEM.
Table IV, 2b.
'a N\
8a. ORIGINAL PLAY- 8bh. MODIFIED PLAY-
FAIR SYSTEM FAIR SYSTEM
Solve by combina-
Solve by Mauborgne tion of Mauborgne

or Moorman meth-

od.*

* See Mauborgne, J. O., An Advanced Problem in Cryptography and Its Solution.

and Moorman meth-
od.*

Leavenworth Press, 1914. Hitt,

Manual for the Solution of Military Ciphers, 1st edition, pp. 76-83; 2nd edition, pp. 76-82.
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(PERIODIC MUL-
TIPLE ALPHA-
BET SYSTEM.)
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TABLE 11l

[From Table TI, 2a and 6a; VII, 5a]
1. SINGLE ALPHABET (MONO-ALPHABET) SYSTEM

(Frequency table shows “crests and troughs”)

[Also from Table I, 4c; VII, 2a;
VIIIL, 5a; VIII, 5d]
/22 N\
2a. STRAIGHT ALPHABET CIPHER 2b. MIXED ALPHABET CIPHER
(This should have been solved under
Table II, 2a.)

f i |
3c. RECIPROCAL 3d. NON-
- N ALPHABET RECIPROCAL
3a. DIRECT ALPHABET ALPHABET

3b. REVERSED ALPHABET

Make a frequency table with
prefixes and suffixes and as-
sume values based upon the
frequency of individual let-
ters, digraphs, and trigraphs.

' @ B r i

4a. Solve by the 4d. Find the Re-
Frequency versed Alpha-
Table Meth- bet equiva-
od, i.e., “fit- lents for three
ting the fre- or four groups

4b. Solveby means
of a Poly-Al-
phabet or by
applying the
‘‘running

4¢. Solve by the
Frequency
Table Method,
same as in 4a
of this table,

See Riverbank Publication
No. 17, pages 37-46, and Hitt,

quency table down’’ pro- and proceed pages 44-50.
to the nor- cess. as. in 4b of I chge oF. & Beclomacal AL
mal” to find this table.

phabet, assignment of values

A. Substitute
the plain-text
values in se-
quence,

AN

Find the key
Jetter and ap-
ply to the en-

tire message.
_J

B! i
See Riverbank Publication No. 17, pages 25-36, and
Hitt, pages 39-62.

is aided by the reciprocal re-
lation. If the deciphering
alphabet when completed ex-
hibits signs of its being a Sec-
ondary Alphabet, based upon
a Primary Alphabet using a
key word, reconstruct the
Primary Alphabet; or if
the deciphering alphabet
when completed exhibits signs
of its being derived from a
generating rectangle, recon-
struct the latter. Sometimes
these operations, when at-
tempted upon the basis of
partially deciphered material,
will result in the complete
reconstruction of the alpha-
bet and the consequent entire
decipherment. See Riverbank
Publications Nos. 15, 16, and
21.
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TABLE 1V

{From Table 11, 6b]

1. MULTIPLE ALPHABET SYSTEM

[Also from Table VIII, 4d]

[Also from Table VIII, 5b]

2a. The individual alphabets of the entire system are em-
ployed at regular and definite intervals, resulting in
either a PERIODIC SYSTEM or a PROGRESSIVE

SYSTEM.

[Also from Table II, 3b]

[Also from Table I, 5c]

r

3a. The individual alphabets are

limited in number in any sin-
gle message, and are employed
at definite intervals, thus form-
ing the constituent cycles of
a PERIODIC SYSTEM.

N

3b. The individual alphabets are

not limited in number in any
single message, all of them be-
ing used in straight succession,
thus forming the constituent
cycles of a PROGRESSIVE

—

4a, Periodicity gov-
erned by the suc-
cessive single let-
ters of the plain
text. (MONOLIT-
ERAL PERIODIC-
ITY:)
Compile single fre-
quency tables on the
basis of the num-
ber of alphabets
suggested by the
most common fac-
tor.

Table V.

N\

4b. Periodicity governed
by successive groups
of letters of the plain
text, groups being
equal in length.
(POLYLITERAL
PERIODICITY.)
Determine the length
of the groups and the
number of alphabets
employed. (See Val-
erio, pp. 36-42.) Com-
pile single frequency
tables upon these bases,
then proceed as in 3a
of this table, except in
the application of the
plain-text equivalents,
substitution must be
made on the basis of
successive groups of
letters governed by the
same key letter instead
of by the successive
single letters.

SYSTEM.

These systems usually employ
two concentric disks, or two
sliding strips, which are moved

regularly 1, 2, 3
letter or after a

aften each

spaces

definite number of letters.

r

4c. STRAIGHT ALPHABETS

Solve by means of the
Poly - Alphabet (in the
case of Reversed Alpha-
bets first find the Re-
versed Alphabet equiva-
lents before setting),
reading diagonally up or
down; or setting the suc-
cessive cipher letters 1, 2,
3 . . . spaces above or
below each other and
then reading horizontally.
Sometimes one alphabet
may be broken into sec-
tions which are then re-
arranged, as in the Pasa-
nisi Disk, described by
Gioppi, pp. b58-62. See
Riverbank Publication No.
20.

N

4d. MIXED ALPHABETS

Break up the message
into its constituent cycles
and apply the frequency
method to them. At-
tempt a reconstruction of
the Primary Alphabets.
In case one of the alpha-
bets is a Straight Alpha-
bet, the reconstruction
process is rendered rela-
tively simple. See River-
bank Publications Nos. 20
and 21.

5a.

4e. STRAIGHT ALPHABETS

3c.

~

2b. The individual alphabets of the entire system are not
employed at regular and definite intervals, and do not
result in either a Periodic System or a Progressive
System. (A-PERIODIC SYSTEMS.)

Ve
The successive alphabets are
applied to word lengths. The
various alphabets limited in
number by a short key word,
or a short key number; or the
successive words are encipher-

ed on random generatrices of
a Poly-Alphabet.

N

3d. The successive alphabets are

employed irregularly; or the
total number of alphabets is
large, ete.; ciphers of more
or less complexity in decipher-
ment because of the lack of re-
currences.

Pages 10-13.

(This case should have
been solved under Table

N\

4f. MIXED ALPHABETS

II, 2a. C N\
5¢. KEYWORD 5d. RANDOM-MIXED,
ALPHABETS OR ARBITRARILY-
r B MIXED, ALPHABETS
DIRECT 5b. REVERSED
Solve on the Find the Di- Assume probable words and attempt to
ordinary Poly- rect Alphabet localize them in the message on the basis
Alphabetorby equivalents of repeated letters. In case of &c¢, at-
applying the and proceed tempt reconstruction of the Key-word Al-
‘‘“running as in 5a of phabet. When the successive words are
down” process this table. enciphered on random generatrices of a

according to
the Direct Al-
phabet se-
quence.
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word, Arbitrarily-Mixed, or Random-

Mixed Alphabets,

solution of a single

message, or even of a series of messages,
is a very difficult achievement.



Rufus A.

Long Digital Arch |

Sy



TABLE V

1. MULTIPLE ALPHABET SYSTEM—Continued

[From Table IV, 4a]

(Periodicity governed by the successive single letters of the plain text.)

f

2a. The several alphabets are inter-re-

lated and constitute a PRIMARY AL-
PHABET SYSTEM.

2b.

Two or more basic alphabets (Pri-
mary Alphabets), which when slid-
ing against each other, result in the
production of a series of twenty-five
or twenty-six sub-alphabets (Second-
ary Alphabets) which are inter-re-

lated.
r ) X
3a. PRIMARY ALPHABET 3b. PRIMARY ALPHABET
SYSTEM OF TWO SYSTEM OF MORETHAN
COMPONENTS TWO COMPONENTS
| Pages 7-9.
r =~
4a. COMPONENTS 4bh. COMPONENTS
IDENTICAL NOT IDENTICAL
Table VI.
r | =X
5a. BOTH COMPONENTS 5. BOTH COMPONENTS
STRAIGHT MIXED ALPHABETS
ALPHABETS

=

6a. Both components

proceed in the same
direction, resulting
in the production of
a series of 25 Non-
reciprocal Second-
ary Alphabets, all
Direct Alphabets.
The single fre-
quency tables can
be fitted to the nor-
mal. Find A in each
alphabet and sub-
stitute the normal
Direct Alphabet se-
quence in each of

the cipher alpha-
bets. See Hitt, pp.
60-63. For the so-

lution of very short
messages see page
41 of Riverbank
Publication No. 16.
This case applies to
the original Vige-
nére System, and to
the first Beaufort
Method of using the
same table.

X

6b. The two compo-

nents proceed in op-
posite directions,
resulting in a series
of 26 Reciprocal
Secondary Alpha-
bets, all Reversed
Alphabets. See Hitt,
pp. 58-59. This case
results from the
second Beaufort
Method of using a
Vigenére Table, or
from the use of the
U. S. Army Disk,
or from the sliding
of a Direct Alpha-
bet against a Re-
versed. Proceed as
in 6a except apply-
ing the Reversed
Alphabet sequence.
See Riverbank Pub-
lication No. 16.

s N\

6c. BOTH COMPONENTS 6d. BOTH COMPONENTS
KEY-WORD ALPHA- ARBITRARILY- OR

BETS RANDOM-MIXED
ALPHABETS.
Proceed as in 6¢ of
r | this table, except
7a. Both components 7b. The two compo- no assumption can
proceed in the same nents proceed in op- be made on the
direction, resulting posite directions, basis of unbroken
in a series of 25 resulting in a series sequences, such as
Non-reciprocal Sec- of 26 Reciprocal BCD, FGH, XYZ,
ondary Alphabets, Secondary Alpha- ete.

all Arbitrarily-
Mixed Alphabets.

bets, all Arbitrarily-
Mixed Alphabets.

Solve each alphabet on the basis of single
mixed alphabets. In the case of Key-
word Alphabets the assumption of a few
values in each alphabet may result in a
partial reconstruction of the Primary Al-
phabet and a consequent more rapid de-
cipherment. For a method see River-
bank Publication Nos. 15, 16, and 21.

G |

The several alphabets are not inter-
related and do not constitute a Pri-
mary Alphabet System.

The alphabets are all independent
and are made separately. They may
be Key-word Alphabets, Arbitrarily-
Mixed Alphabets, or Random-Mixed
Alphabets,

Each alphabet must be solved inde-
pendently by the Frequency Table
method.
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TABLE VI

[From Table V, 4b]
1. MULTIPLE ALPHABET SYSTEM—Continued

2. Primary Alphabet System of two components which are not identical.

(i N\
3a. One of the components is a Straight 3b. Neither of the components is a
Alphabet. Straight Alphabet, both Mixed Alpha-
bets.

4a. The Straight Alpha-
bet component is a
Direct Alphabet.

r

5a. The Mixed Alpha-

bet component is a
Key-word Alphabet.
Assume values for
several of the high
frequency letters in
each alphabet and
attempt reconstruc-
tion of the Mixed
Alphabet on the
basis of symmetry
of position, and also
of unbroken se-
quences, such as
BCD, FGH, JKL,
etc. Partial recon-
struction will pro-
ceed simultaneous-
ly with decipher-
ment, each aiding
the other. Keep
watch for the key
word applying to
the message by
noting the succes-
sive cipher equiva-
lents of A. See
Riverbank Publica-
tions Nos. 16 and
22,

N\

5bp. The Mixed Alpha-

bet component is
an Arbitrarily-
Mixed or a Random-
Mixed Alphabet.

Proceed as in 5a
except no assump-
tions of unbroken
sequences in the
mixed alphabet com-
ponent can be made.
See Hitt, pp. 63-71.

4b. The Straight Alpha-

bet component is a
Reversed Alphabet.
Proceed as in 4a ex-
cept applying the
Reversed Alphabet
sequence to the
Straight Alphabet
component.

4c., Both components
are Key- word Al-
phabets.

~N

4d. Both components

are Arbitrarily-
Mixed or Random-
Mixed Alphabets.

Solve the individual alphabets on the

basis of single Mixed Alphabets.

Attempt

reconstruction of the Primary Alphabets.
See Riverbank Publication No. 21.
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Rufus A.

Long Digital Archive o: :

3 '|;|.|',\_-|
JrerE e
o A




TABLE VII

[From Table IT, 4b]
1. SUBSTITUTION NOT EQUILITERAL

Usually, if the number of plain-text letters is =», the num-
ber of cipher letters is 2n, 3n, etc.

[Also from Table I, 2b]
& i |
2a. The number of different letters in
the cipher message limited, usually
not more than ten.

2b. The number of different letters in
the cipher message approximates 26.

[Also from Table I, 3b]
Systems using alphabets consisting r N

of the various combinations of 2, 3,

3b. Cipher groups not pro-

4. . . elements. (See Myers, pp. 3a. Cipher groups all pro- nounceable, except as the
65-165.) The number of characters nounceable. (Pseudo- result of chance. Cipher
in each combination is determined code.) groups usually the result
by the number of elements in the i l of a square or a rectangu-
system. The least number of com- r iy lar table, for enciphering
binations possible must approximate 4a. Regular arrange- 4b. No regular arrange- not only letters but also

26, one for each letter of the alpha-
bet.

2n=25=32, a Biliteral Alphabet
3n=33=27, a Triliteral Alphabet
4n—=43=64, a Tetraliteral Alphabet
50=52=25, a Pentaliteral Alphabet
ete., ete.

Example of a Pentaliteral Alphabet,
resulting from the use of a rectangle
and a key word:

GRANT
G|ABCDE
R|FGHIK
A|LMNOP
N|QRSTU
BIVYWXY 4

Example:
Plain text—T H E
Cipher—NN RA GT
Solution: Make a frequency table of
combinations, or assign arbitrary sin-
gle letters to each different combina-
tion and then make a frequency
table. Proceed as in Table III, 2b.
See Hitt, pages 83-85.

ment of vowels and
consonants, of the
form CVCVC or
VCVCV; groups all
of the same length,
either 5 or 10 let-

ters.

r—
5a. Regularity produced 5b.
by the insertion of
nulls. Compile a
frequency table on
the basis of every
other letter and
proceed as in Table
I1I.

-~
Regularity produced
by means of a table,
or a rectangle on
one side of which
are consonants only,
on the other side
vowels only. Each
plain-text letter re-
quires two cipher
letters.

Compile a frequen-

ment or alternation
of vowel and con-
sonant.

Syllable ciphers
(Built-up ciphers).
Groups of irregu-
lar lengths usually.
Substitution of let-
ters or syllables for
syllables of the
plain text. Not
often found and dif-
ficult to decipher in
case of good sys-
tems. Solution by
frequency of di-
graphs and tri-
graphs of the lan-
guage.

syllables, words, phrases,
etc. Approaching a code
system.

The alphabets at the sides
may be Key-Word Alpha-
bets, Arbitrarily-Mixed,
or Random-Mixed Alpha-
bets, or numbers.

Solution: Make a fre-
quency table of pairs and
apply the frequency table
method modified by con-
siderations arising from
the frequency of the most
common words, for which
substitution will have to
be made by single pairs.
Attempt a reconstruction
of the alphabets at the

cy table of pairs sides.

and attempt recon-
struction of the
table, or rectangle.

—

6a. Rectangle based up-
on Straight Alpha-
bets only. Make a
frequency table of
pairs and attempt
a reconstruction of
the rectangle.

N\

6b. Rectangle not based
upon Straight Al-
phabets.

[ i 3 N\
7a. Rectangle based up- 7b. Rectangle based up-
on a Key-word Al- on an Arbitrarily-
phabet. Mixed or a Random-
Mixed Alphabet.

Solution by frequency of pairs. Attempt

reconstruction of table.

Rufus A. Long Digital Archive of Cryptology
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TABLE VIII

[From Table I, 2d]

1. NUMBER CIPHER
(Mathematical Ciphers)

Divide up the message into pairs of numbers unless already in this form.

(&
2a. Interval between the lowest and the

highest pair of numbers approximates
26.

r

=

A\

2b. Interval between lowest and highest
pairs does not approximate 26. The
numbers range from 01 to 00 or 00
to 99, implying usually that each
plain-text letter has several values
used at random.

3a. Cipher is solvable by
means of the Poly-Alpha-
bet (or by equivalent
procedure) as below.

Apply the Normal Alpha-
bet sequence to the num-
bers in sequence,

4 N

3b. Cipher is not solvable by
means of the Poly-Alpha-
bet (or equivalent pro-
cedure).

Apply letter equivalents
consistently or continue
to deal with the pairs of
numbers, and apply the
process of factoring the
intervals separating re-

(A

3c. The several values for
each plain-text letter are
produced by means of a
rectangular table.
Rectangle with sides 10x
3, letters within.

A\

3d. The several values for
each plain-text letter are
given by a series of 4
Direct Alphabets, with
letters and numbers in
sequence.

4a. DIRECT ALPHABET
Set two or three of the
groups on the Poly-Al-
phabet or apply the “run-
ning down” process. Pro-
cedure and principles the
same as in Table II, 2a.

4b. REVERSED ALPHABET

Find the Reversed Alpha-
bet Equivalents for two
or three of the groups
and proceed as in 4a, of
this table.

currences.

—

4¢. Factoring discloses
no repeatedly re-
curring factors.
Compile a single
frequency table.

r

5a. Frequency table
shows marked
Henests and
Single
Mixed Alphabet.
Proceed as in Table

troughs.”

ITI, 3d.

N\

5bh. Frequency table
shows no marked
‘““crests and
troughs,’’ but is
“solid.” Multiple
Alphabet (Poly-Al-
phabet System).
Proceed as in Table
IV, 2b.

N\

4d. Factoring discloses
certain repeatedly
recurring factors.

Periodic Multiple
Alphabet System.

Proceed as in Table
1V, 2a.

Periodicity may be
produced by the use
of . a key word in
conjunction with a
basic table. An ex-
ample of such a

system:

010303 N6 6T
1|ABCDEFGH
2| IJKLMNOP
3|QRSTUVWIX
41Y 12

The values of the letters
of a key word are added
successively to the values
of the plain-text letters.
Thus:

Key word—H E L P
Value—17 14 23 27

i

4e. Letters in sequence
of Straight Alpha-
bet, numbers
straight. Make a
frequency table and
attempt to find ar-
rangement of left
hand numbers. See
Hitt, pp. 86-88.

N

4f. Letters in rectangle
not in sequence of
Straight Alphabet. 00.

4g. Alphabets are con-
tinuous from 01 to

N\

4h. Alphabets are inde-
pendent, in cycles
of 25 or 26.

Make 4 frequency tables and try to fit
each to the normal frequency table.

r
5c¢. Letters in Key-word
Alphabet sequence.
Attempt reconstruc-
tion of Key - word

=

5d. Letters in Random-
Mixed Alphabet se-
quence.

Make frequency ta-

Alphabet from Lles of sequences
RRRER 2 euuente: from 1 to 10, 11 to
20, etc.; match

Plain text— T H E E|N Y| W I
Plain-text values— 33 17 14 14|25 14 24 40| 36 20
Key-letter values— 17 14 23 27|17 14 28 27| 17 14

Cipher— 50 31 37 41|42 28 47 e7| 53 34

these, combine and
proceed as if Single
Mixed Alphabet,
Table I1I, 2b.

Rufus A. Long Digital Archive of Cryptology



Rufus A.




TABLE IX

[From Table I, 4a]

1. TRANSPOSITION CIPHER

2. Including Route Ciphers, which are only a type of

transposition ciphers wherein the words are treated

as individual letters.

Regard each word as a single

letter or apply arbitrary letters or numbers to the
words and proceed as below.

r

3a. SIMPLE SYSTEM

¥
4a. Vertical
writing,

4b. Reversed
writing.

~
4¢. Rail fence
cipher,

See Hitt, pages 28-30.

3b. MORE COMPLEX SYSTEM

r

4d. Transposition
based upon
geometrical

designs.

Factoring

4e. Transposition
not based up-
on geometri-
cal designs.

process ap- d e
plied first to 5¢. Transposition 5d. Transposition
suggest pos- based upon re- based upon re-
sible rectan- arrangement arrangement
gles. of entire col- or redistribu-
umns, or rows, tion of indi-
or both. vidual letters
r~ i by means of
5a. Construct rec- 5p. Solvebymeans a grille. Solve
tangles sug- of formulae. by anagram
gested by the SeeRiverbank method and
factors and Publication attempt re-
attempt read- No. 19. construction
ing by all of the grille,
mt'ethods. See See Gioppi,
‘I)htt, pp. 26- pp. 33-31.
38. — N\
6a. COLUMNAR 6b. LINEAR 6¢. COMBINED
TRANSPOSI- TRANSPOSI- COLUMNAR
TION TION AND LINEAR
e — TRANSPOSI-
Factor to sug- Same proced- TION

gest possible
rectangles.

Write the
message on
strips of cross-
section paper
and apply
method of
anagrams.

ure as in 6a
except work-
ing with rows
instead of col-
umns.

See Hitt, pp. 26-38.

Rufus A. Long Digital Archive of Cryptology
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6a, then as in
6b, i.e., ana-
gram columns,
then horizon-
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DIGRAPHIC AND TRIGRAPHIC SUBSTITUTION

The chief advantage of digraphic and trigraphic substitution is that it prevents the
decipherer from basing his analysis upon the frequency of individual letters in the language,
and forces him to base any analysis to be made upon the frequency of digraphs and trigraphs:
a circumstance which causes the analysis to become correspondingly difficult and, in addition,
lessens the reliance which may be placed in it.

There are several ways of procuring digraphic substitution, of which the Playfair
System is by far the most practical. Most of the other systems require tables, the use
of which entails the expenditure of much labor, and the loss of one copy of which renders
the entire system utterly unsafe. An excellent example of such a table is that shown in

Fig. 1, which was taken from La Crittografia, pp. 84 and 85. Here the reciprocal relation
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of plain text and cipher text is such that the same table can be used for enciphering and

deciphering.  For example:

Enciphering—TH EN EM YP RE PA RE
YR XR +K AL QK UL QK

Deciphering—YR XR +K AL QK UL QK
TH EN EM YP RE PA RE

Note that two pairs, even if they involve a common letter, do not have a common
letter in the cipher equivalent, except as a matter of chance. The result of this fact is
that no grouping of cipher pairs representing combinations of E with other letters can he

made upon the basis of a common letter in such cipher pairs.

The process of arranging such a table, however, is very laborious, so that frequent
change is impractical.  Another form of such a table which may, on the other hand. be
changed very frequently, but which does not possess the reciprocal relation, is that shown
in Fig. 2, but here there is an added disadvantage—that of having a common cipher letter
as a result in those pairs which represent plain-text pairs having a letter in common. Thus
ER, EN, ES, and ET are enciphered by TU, TK, TV, and WT respectively. or by the
reversals of the latter. These digraphs are found at the intersection of the vertical column
determined by the first letter of each pair as located in the top line, and the row determined
by the second letter of each pair as located in the first column at the left.  When the cipher
pair is taken at the intersection of the row determined by the first letter, and the vertical
column determined by the second letter of each pair, the equivalents for these same com-
binations are UK, KF, VL. and WN. or their reversals; but note that all the combinations

ending with the same letter will show a letter in common.

The same results may be obtained by employing sliding strips, as shown in the accom-
panying diagram. The direct alphabet, I, and the second mixed alphabet, IV, are fixed:
the first mixed alphabet. 111, is mounted upon a movable strip with another direct alphabet.
II: the sliding alphabets are moved so that the first letter of the pair on alphabet IT is placed
beneath A on alphabet I, then under the second letter of the pair on I, the two cipher
equivalents of the pair are found on III and IV. Thus, for the word THIS the successive

positions and encipherments are as follows:

I -ABCDEFGHIJKLMNOPQRSTUVWXYZ Fixed Alphabet

[ TUVWXYZABCDEFGHIJKLMNOPQRS | yr 10 \1

TH=SA IH—MQUVWXZSTENOGRAPHYBCDFIJKL;}F“d)tAp"““”
IV CRYPTOGAMSBDEFHIJKLNQUVWXZ Fixed Alphabet
 ABCDEFGHIJKLMNOPQRSTUVWXYZ Fixed Alphabet

anJKLMNOPQRSTUVWXYZABCDEFGH})hwmﬂeAhmmﬂ_

I8=SL || PHYBCDFIJKLMQUVWXZSTENOGRA 1 :

IV--CRYPTOGAMSBDEFHIJKLNQUVWXZ Fixed Alphabet
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Fig. 2
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Given a single long message or a series of messages in the same alphabets, a frequency
table of pairs may be made the basis of solution. by assigning high-frequency-digraph
values to the most frequent pairs. In the latter case, where two pairs having a common
cipher letter have a common letter in their respective cipher equivalents, this relation

would be a great aid in the assignment of values, since it would enable the decipherer to

assign his values accordingly.  In the case of key-word and direct alphabets the recon-
struction of the alphabets may be attempted.  Arbitrarily-mixed and random-mixed al-

phabets may also be used in such tables.

Still another form of table which may be used for digraphic substitution is that
shown in Fig. 3. Here there are concerned one mixed and two direct alphabets and a
[ -ABCDEFGHIJKLMNOPQRSTUVWXYZ
II-FSKZRBJEYQAHLTGXPDCUIWNVOM
111
HTCGWSRKBFJVIQAELUDPXMZOYN
TCGWSRKBFJVIQAELUDPXMZOYNH
CGWSRKBFJVIQAELUDPXMZOYNHT
GWSRKBFJVIQAELUDPXMZOYNHTC
WSRKBFJVIQAELUDPXMZOYNHTCG
SRKBFJVIQAELUDPXMZOYNHTCGW
RKBFJVIQAELUDPXMZOYNHTCGWS
KBFJVIQAELUDPXMZOYNHTCGWSR
BFJVIQAELUDPXMZOYNHTCGWSRK
FIVIQAELUDPXMZOYNHTCGWSRKB
JVIQAELUDPXMZOYNHTCGWSRKBF
VIQAELUDPXMZOYNHTCGWSRKBFJ
IQAELUDPXMZOYNHTCGWSRKBFJV
QAELUDPXMZOYNHTCGWSRKBFJVI
AELUDPXMZOYNHTCGWSRKBFJVIQ
ELUDPXMZOYNHTCGWSRKBFJVIQA
LUDPXMZOYNHTCGWSRKBFJVIQAE
UDPXMZOYNHTCGWSRKBFJVIQAEL
DPXMZOYNHTCGWSRKBFJVIQAELU
PXMZOYNHTCGWSRKBFJVIQAELUD
XMZOYNHTCGWSRKBFJVIQAELUDP
MZOYNHTCGWSRKBFJVIQAELUDPX
ZOYNHTCGWSRKBFJVIQAELUDPXM
OYNHTCGWSRKBFJVIQAELUDPXMZ
YNHTCGWSRKBFJVIQAELUDPXMZO
NHTCGWSRKBFJVIQAELUDPXMZOY

Fig. 3

NKX=E<dHnoOovWoZEERYHIQEEHUOQW >

quadricular table. The first letter of a pair is sought in Alphabet L. its equivalent taken
in Alphabet II, and by following the horizontal line in the quadricular table determined
by the second letter of the pair in Alphabet III to the vertical column determined by
the first letter. the cipher letter is taken at the intersection. Thus:

TH ER EI SN OT HI NG
UH RM RI CS GK EE TP

N
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Note that as far as the first letter in each pair is concerned, the encipherment is merely by
means of a single mixed alphabet. It is only the encipherment of the second letter which
1s multi-alphabetical in nature.

The same table shown in Fig. 3, with one additional alphabet, IV, may be used for
trigraphic substitution. The equivalent of the first letter in a group is found in Alphabet 11
directly beneath that letter in Alphabet I.  The equivalent of the second letter is found in
Alphabet IV directly opposite the letter in Alphabet II1. The equivalent of the third
letter 1s found at the intersection of the horizontal line in the quadricular table determined
by the second letter, and the vertical column determined by the position of the third letter
in Alphabet 1. Thus:

THE REI SNO THI NGT
URV DDI CQH URE TAN

= - b 35 : : :
I'he variations of this system are many; but as far as the two letters in each group ol
triplets is concerned, encipherment is purely mono-alphabetical.  (See Gioppi, pp. 45-46.)

[ - ABCDEFGHIJKLMNOPQRSTUVWXYZ
II-FSKZRBJEYQAHLTGXPDCUIWNVOM

[
o
—_
—
-

HTCGWSRKBFJVIQAELUDPXMZOYN
TCGWSRKBFJVIQAELUDPXMZOYNH
CGWSRKBFJVIQAELUDPXMZOYNHT
GWSRKBFJVIQAELUDPXMZOYNHTC
WSRKBFJVIQAELUDPXMZOYNHTCG
SRKBFJVIQAELUDPXMZOYNHTCGW
RKBFJVIQAELUDPXMZOYNHTCGWS
KBFJVIQAELUDPXMZOYNHTCGWSR
BFJVIQAELUDPXMZOYNHTCGWSRK
FIJVIQAELUDPXMZOYNHTCGWSRKB
JVIQAELUDPXMZOYNHTCGWSRKBF
VIQAELUDPXMZOYNHTCGWSRKBFJ
IQAELUDPXMZOYNHTCGWSRKBFJV
QAELUDPXMZOYNHTCGWSRKBFJVI
AELUDPXMZOYNHTCGWSRKBFJVIQ
ELUDPXMZOYNHTCGWSRKBFJVIQA
LUDPXMZOYNHTCGWSRKBFJVIQAE
UDPXMZOYNHTCGWSRKBFJVIQAEL
DPXMZOYNHTCGWSRKBFJVIQAELTU
PXMZOYNHTCGWSRKBFJVIQAELUD
XMZOYNHTCGWSRKBFJVIQAELUDP
MZOYNHTCGWSRKBFJVIQAELUDPX
ZOYNHTCGWSRKBFJVIQAELUDPXM
OYNHTCGWSRKBFJVIQAELUDPXMZ
YNHTCGWSRKBFJVIQAELUDPXMZO
NHTCGWSRKBFJVIQAELUDPXMZOY

Fig. 4

NHM==<ddlndodwoZaEbRu-HomoaEOQW >
HH=ESNZ<RKoXHEE2aoaorAoH<dpPpuaOdwwnXRN
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COMPLEX SYSTEMS

When the steps in analysis given in the preceding tables have failed to lead to results.
it may be concluded that the cipher is either the result of (1) a modification or a com-
bination of the systems enumerated, such as the combination of Substitution and Trans-
position systems, or (2) a system simple in itself as regards enciphering, but difficult in its
results as far as deciphering is concerned.  Some of the latter have been devised by experts
who are in possession of all the known methods of attacking ciphers and have elaborated
systems which allow no opening for the would-be decipherer. No attempt is made here
to enumerate or to elucidate all of these systems, but among them may be mentioned the
following:

(1) Running Key Systems

(2) Multiplex Alphabet Systems
(3) Wheatstone Principle Systems
(4) Fractionating Systems
(5) Auto-key Systems
(6) Variable Key Systems
(1) Running Key Systems. These systems make use of the running text of a book,

identical copies of which are in possession of the correspondents.  For a brochure on the

subject see Riverbank Publication No. 16.

(2) Multiplex Alphabet Systems. These systems make use of a machine on the
principle of the Bazeries disk cipher (Bazeries, pp. 250-261). For a brochure on the subject
see Riverbank Publication No. 20; also De Viaris, L’ Art de Chiffrer,” pp. 99-109.

(3) Wheatstone Principle Systems, which are based upon a mechanical eryptograph
invented by Sir Charles Wheatstone in 1879.  For a discussion of such a cipher and methods

for solving it see Riverbank Publication No. 20.

(4) Fractionating Systems. The basic principle here 1s that the cipher letters or
cipher numbers are compounded from parts of plain-text letters according to some definite

system. A simple example is the following:

Alphabet—ABCDEFGHIJKLMNOPQRSTUVWXYZ

Numerical Value—— 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

Each letter is represented by two digits.  Write the dispatch horizontally, then apply the
two digits for each letter one under the other. Thus:

10
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ENEMY PREPARES
01012 11010101
54535 68561859

The cipher then is taken in any way in which a rearrangement of the digits may be effected.
Thus, a very simple way would be to take the cipher digits in pairs from horizontal lines,
and then find their letter equivalents on the conventional alphabet. This dispatch would
begin

AAVJJ OSI ete.

In the case of any cipher number above 26, deduct 26 or a multiple thereof and find the
equivalent of the remainder. Variations of the system are legion in number.  The plain
text may be written in groups of three, four, or five letters and the cipher letters may
be selected accordingly upon some different scheme. This system, because of the
number of unknown factors which are presented to the would-he decipherer, is a very
difficult one to solve. Fractionating systems in which each cipher letter represents
the halves, thirds, quarters, and possibly greater fractions of 2. 3. 4. or 5 plain-text
letters may be devised, and would tax the ingenuity of the expert decipherer. (See Gioppi,
pp. 102-114.)

(5) Auto-key Systems. Sometimes called Auto-enciphering Systems. This system
was described by Vigenere, reinvented in 1884 by Captain Delauney, and perfected
by Josse. The basic principle is that each cipher letter automatically becomes the
key for the encipherment of the succeeding plain-text letter. Usually a kev-word
alphabet or a random-mixed alphabet is used. the letters of which are numbered in
sequence. Thus:

AIWGHVLJXOCMZPBKYRDNTEQUFS
1 2 3 456 7 8 9 1011121314 1516 17 18 19 20 21 22 23 24 25 26
MESSAGE: Enemy prepares, etc.

E N E M Y4 P R E 12 A R E S

22_20_22 12 17 _14_18 22 14 11 18 22 26
22)'16)'122'24)'157' 3)'21 17 S 6 24 20 20

CIPHER: E K M U B W T AR - (R 0 (R |

Each cipher letter is produced in turn by finding the letter-value of the sum of the
numerical equivalent of the preceding cipher letter and that of the plain-text letter to he
enciphered; when this total exceeds 26, the latter amount is deducted and the letter-value
of the remainder is taken as the cipher equivalent.

The great disadvantage of this system is that an error in one place produces errors
in all the succeeding letters so that the recipient is caused to lose much time in the translation
of a message which has many errors. A method which dispenses with the numerals is to
construct a quadricular table from the alphabet as shown in Fig. 6.

11
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AIWGHVLJXOCMZPBKYRDNTEQUFS
IWGHVLJXOCMZPBKYRDNTEQUFSA
WGHVLJXOCMZPBKYRDNTEQUFSAI
GHVLIJXOCMZPBKYRDNTEQUFSAIW
HVLJXOCMZPBKYRDNTEQUFSAIWG
VLIXOCMZPBKYRDNTEQUFSAIWGH
LIXOCMZPBKYRDNTEQUFSAIWGHV
JVOCMZPBKYRDNTEQUFSAIWGHVL
XOCMZPBKYRDNTEQUFSAIWGHVLJ
OCMZPBKYRDNTEQUFSAIWGHBLJX
CMZPBKYRDNTEQUFSAIWGHVLJXO
MZPBKYRDNTEQUFSAIWGHVLJXOC
ZPBKYRDNTEQUFSAIWGHVLJXOCM
PBKYRDNTEQUFSAIWGHVLJXOCMZ
BKYRDNTEQUFSAIWGHVLJXOCMZP
KYRDNTEQUFSAIWGHVLJXOCMZPB
YRDNTEQUFSAIWGHVLJXOCMZPBK
RDNTEQUFSAIWGHVLJXOCMZPBKY
DNTEQUFSAIWGHVLJXOCMZPBKYR
NTEQUFSAIWGHVLJXOCMZPBKYRD
TEQUFSAIWGHVLJXOCMZPBKYRDN
EQUFSAIWGHVLJXOCMZPBKYRDNT
QUFSAIWGHVLJXOCMZPBKYRDNTE
UFSAIWGHVLJXOCMZPBKYRDNTEQ
FSAIWGHVLIJXOCMZPBKYRDNTEQU
SAIWGHVLJXOCMZPBKYRDNTEQUF
AIWGHVLJXOCMZPBKYRDNTEQUFS

Fig. 6

n " do B3 209K KREONBQONXuydDE dim @ =H+H »

Proceeding down the column determined by E (the first letter of the message) in the
first horizontal line, to the line determined by the next plain-text letter N, the letter K,
at the intersection, is taken as the cipher letter. Proceeding down the column determined
by K in the first horizontal line to the line determined by E, the third plain-text letter,
the cipher letter M, at the intersection, is taken as the cipher letter, ete. (See Gioppi, pp.
42-44.)

A method which is the equivalent to the quadricular table in its final results and which
is easier to operate, makes use of twosliding strips bearing the alphabets; by shifting the lower
strip so that the letter which becomes the key letter for the next encipherment, is placed

beneath the letter immediately preceding the first letter in the alphabet concerned, the

12
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cipher letter to represent the next text letter is found under the letter itself. The successive
positions for the word ENEMY are as follows:

=% 5 261 2 3 456 7 8 9 10111213141516 17 18 19 20 21 22 23 24 25 26

T ondd ) E=E SAIWGHVLJXOCMZPBKYRDNTEQUFS
| N=K EQUFSAIWGHVLIJXOCMZPBKYRDNTE

I -E=M KYRDNTEQUFSAIWGHBLJXOCMZPBK
IV—M=U MZPBKYRDNTEQUFSAIWGHVLJXOCM
V—Y=B UFSAIWGHVLJXOCMZPBKYRDNTEQU

Such a cipher is poly-alphabetical in nature and is characterized by the small number
of repetitions. It is clear that all letters following the same cipher letter belong to the same
alphabet. Frequency tables may be constructed upon this basis and combinations may
be sought. It should be kept in mind that all the alphabets concerned in such a system
are inter-related and come under the classification of Primary Alphabet Systems involving
two identical mixed alphabet components.

(6) Variable-key Systems. Examples of these systems are to be found in those cases
where the alphabets employed are applied irregularly, for instance, the alphabet may
change after the encipherment of every plain-text letter E; or the key word may be broken
irregularly, breaks being indicated by an agreed-upon null or indicator. The basic idea in
such systems is the elimination of the external manifestations (such as those exhibited in
Periodic Systems) by means of which it is possible to determine the number of alphabets
and their respective positions. These systems, however, are not often encountered because
of the practical difficulties attendant upon their use and the possibilities of error. (See
Gioppi. pp. 34-35; Valerio, pp. 36-42: Bazeries, pp. 128-139.)
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